


CREYCORTEX MENDEL

MOHITOPUHT BuasneHHs

Big HenpaBunbHOI KOHGirypadii, npobnem
i3 NPOAYKTUBHICTIO abo nopyLleHb NOMITUK
00 HEBUSABMNEHMUX WKIAMBUX Nporpam,
nporpamM-BMMaradiB Ta gin xakepis,

AKi MOXYTb 0BINTK iCHYOYi 3acobu Beanekn

Yci mepexeBi KOMyHikaujl,
NpPUCTPOI 3 geTansimu
IHBEeHTapusauil
Ta nosefiHKa KopucTyBadis

(kiwi-com 70 Ceska posta |me|nﬁ|_fa|‘

Czech Republic
Ministry of Transport %

Sad Apelacyjny

Peakuis oI

LLIBUAKe pO3Mi3HaBaHHS MoHiTOpUHr

aTak, po3cnifgyBaHHS SCADAJICS
Ta ynpaBniHHS MOHITOpUHI
IHUMOEeHTaMK NPOOYKTUBHOCTI
nopartkiB
IHBEHTapm3auiga akTnsiB
Do W WD
w Warszawie E Grupa ZyW|ec )




A TIPALIOE BAWW BAXUCT?

KiGep3noUYMuHHICTD, BpaHamayepu, MoniTnkn 6e3nekum,
Xakepwu, nporpamu 3axXuCT BIANOBIAHICTb
BMMaradi Ta iHLi Ha KiHLLeBUX BMMOram

HEBIAOMI LIKIOSTNBI perynﬂTopiB,
nporpamu Tofikax KpalLLii NPaKTUKM

3axuct 3awmndpoBaHnmn
BYOD Ta loT Tpadik




(1O BIABYBAETBCA B MEPEXI?

HenpaBunbHi NMpoAyKTUBHICTb KoHTponb
KOHdpirypauii nporpam, NpuUcTpoIiB 3a NoBeAiHKO
Ta 3MiHM KOHirypauii Ta Mepexi npauiBHUKIB
MepexXi Ta NigpsgHuKIB
XTO 3 KuM HoBi npuctpoi —
B3aEMoOAifB, neriTMMHI Ta Hi

3 IKOro npuBoay, sK?




O BU OTFVMVETE

BusiBneHHst MonuBicTb B4aCHO lNokpalweHHSsA 3BiTH

TOrO, LLIO 3aNULUNETHCA BiApearyBatu CcTabinbHOCTI Ta hikcawito BCix
NpruxoBaHUM ans 3anobiraHHA BTpaTtam Ta 3axmMCTy Mepexi iHUMOEeHTIB Ta noain




MOHITOPUHI + BUABJIEHHA + PEAT'YBAHHA
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MEPEXI

HAO3BUYAUHA BUOUMICTb

dinbTpauin Ta BigoopaxeHHA OyaAb-AKUX
AaHUX Y pPeXnMI pearbHOro yacy
XTO 3 KMM B3a€EMOJIsIB, SIK Ta KOMMW. ..

besneka + onepaTuBHI Nodii Ta iIHUWMAEHTU 3 NOBHUM
KOHTEKCTOM

NMpocTtnn aHani3 nepwonpu4nH

LLiBuoke BUABreHHA 3arpos

YcyHeHHs npobrnem B Mepexi

KPALLI AHAJTIITUYHI METOOWU

YHikanbHe cxoBulle Ans 6a3sm gaHux
[ToBHa Ta nocnigoBHa oinbTpauia Ta Bidyanisauiga JaHuX

dinbTpauis oKpeMux NigMepex, XoCTiB, NPUCTPOIB
Ta OoOaTkiB y Mepexi

LLinpoki BapiaHTK aHani3y noBeaiHKM KOPUCTYBadiB,
NPUCTPOIB TOLLO

YHiKanbHUn Habip MeTpUK Mepexi
[1BoHanpaeneHi notokn 3 60 — 900 napameTpamm

[letanbHa BnanmicTb Big L2 no L7 anga pecsatkis
NPOTOKOJIIB
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BUABJIEHHA

KpuTnyHo BaXXnumBi 06’eKTH Odpic
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LLIBUOKE

IHUMWAEHTU BE3MNEKHU

[HpikOBaHI MPUCTPOI, WKILNMBI NporpamMun, TPOAHMU,
cnpobu BUTOKY OaHuX, aTaku...

NMOPYLWUEHHA NMONITUK

1ISO27000, PCI DSS, GDPR, BHYTPILLHI
NONITUKMN. ..

AHOMAII

HeTunoBa nepenaya gaHux Ta noeeqiHka
KopucTyBadiB, Npobnemm 3 NpoayKTUBHICTIO
MepeXxi Ta goaartkiB, AUBHI 3’€gHaHHSA 3aranom

METOOU BUABIEHHA

HanpgockoHaniwe noBegiHkoBe BUSIBNEHHS
(3a Jonomoro MalMHHOINO HaBYaHHS TOLLIO)

YHikanbHi anroputMn BUABIIEHHS
(30Kpema 1 MaLUMHHOI NOBELIHKN)

NMoTyXXHe BMsABNeHHA Ha ocHoBi curHaTtyp 3 DPI
(moHag 45 000 curHaTyp 3 OHOBIEHHSAMM LLIOTOANHN)

CniBcTtaBneHHs noaiun
L7 aHani3

AHani3 3awmncgppoBaHoro tpadiky
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LLIBUOKE

NEPELWLWKOOXAHHA ATAKAM

PearyBaHHs1 Ha aTaku B OOAUH KIliK
3aBasiku iHTerpadii 3 iHWO iHppacTpyKTypoto 6e3neku

PoscniayBaHHA iHUUAOEHTIB
Po3cnigyBaHHsS 3aMMae XBUITMHU, @ HE TOANHU

IcTOpIt0 4aHUX 3a MICAL Y/ POKM MOXKHA F1erko
npoaHanisysaTu

YnpasBniHHA iHUMgeHTamMu

[HTErPOBaHMI IHCTPYMEHT yrpaBniHHA 6e3nekoro
Ta B3aEMOIE0

IHTEIPALIA

BbpaHamayep
Fortinet, Palo Alto, Mikrotik, Juniper, Cisco...

SIEM Ta ynpaBniHHS
QRadar, Splunk, Logrythm, Arksight...

IHwa iHdpacTpyKTpya

KoHconi ynpaeniHHA 6e3nekoto pobo4ymx CTaHLUiun,
KOHTpOmnb OOCTYyny A0 Mepexi, Active directory,
Beb6-NpokKci

===YCORTEX









S=EYCORTEX

MENDEL

Time

1 May 2019

E M T W T

-
(]
w .
.

5 ] 7 ] 9 1M N

Attribut
Predefined filters:

Detection methods:

QN =

2
g
3

N EBERNREERER R

Filter

Clear Filter Manager

@ Dashboard i3 Network

Overview Performe Cyber Law

© Events

HTTP Das

Monitored Network Overview (custom)

Map of Top Countries by Traffic

39.25 Mb/s
Upload

39.69 Mb/s

Internal
traffic

A Incidents

I
I
[ ||

N __|

=

Bl Status Monitor

6.52 Mb/s

Download

70.48 Mb/s
MNetwork
throughput

Host Risk Overview (custom)

Top Hosts by Risk (custom)

Risk

B critical
B High
B Hioh
B High
B High
B High
B High

Host
B skadi{10.22.10.124)

8 anhur (10.22.10.107)

L]

1/2916

Critical Risk Hosts

Rg cddisontoliett (fd00:dead:beef.811:0:48a7:0:3f)

B siamag (10.22.8.124)
D crios (10.22.10.246)

®, edmure (fd00:dead:beef:e811:0:48a7:0:1129)

®e sepa (fd00:dead beef:eB811:0:48a7:0:9dc4)

Top Users by Events

Risk

B High
Medium
Medium
Medium

Medium

31 | irenea (X

User

.. Michelle Harris {mharris_6$'4]
R Ashley Henry (ahenry_2097)
£ Eric Vega (evega_3527)

A Jonathan Waller (jwaller_5446)
f) Tonya Hess (thess_5365)
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Predefined filters:
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Filter

Clear Filter Manager

i3 Network

@ Dashboard

QOverview ormance er Law

Malware and C&C (custom)

© Events

HTTP Dashboard

Anomaly (custom)

]

6/2916
High Risk Hosts

-

1/2916

Critical Risk Hosts

A Incidents

Bl Status Monitor

Security

Information (custom)

30/2916

Medium Risk Hosts

Reconnaissance (custom)

0

211/2916

High Risk Hosts

2016-2019 | License:GreyCortex
.com) | Version:3.3.0

Exploitation (custom)

]

5/2916
High Risk Hosts

Top events

» shellcode: Hex Obfuscated JavaScript Heap Spray 41414141
» brute-force: Potential DNS Brute-Force attempt

» info: Session Traversal Utilities for MAT {STUN Binding Response)

Paolicy Violation (custom)

-

1/2916

Critical Risk Hosts

-

-
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Attribut
Predefined filters:

Detection methods:

QN A

Filter

60

oM \
i NALA
100 k
0
100
o
100 M
May 14 04:00 May 14 12:00 May 14 20:00

Top Services by Traffic

HTTPS (443)
Rsync (873)
RTSP (554)
HTTPS (443)
NDL-AAS (3128)

NDL-AAS (3128)
UTTD e

May 15 04:00

May 15 04:00

May 15 12:00
H

Type Traffic
LOCAL 134426
LOCAL 12049 G
LOCAL 113.36 G
REMOTE 78.036G
LOCAL 44936
REMOTE 44926G
DEMATE e =N el el

Packets Transfer

14 20:00

Top Hosts by Traffic

Host

B seasmoke greycortex.com (10.22.14.27)

Q. harvest.greycortex.com (fd00:dead:beef:e811:0:48a7:0:3e8)
Q' edmure.greycortex.com (fd00:deadbeef:e811:0:48a7:0:1129)
&3 eurus.greycortex.com (10.22.176.33)

B bellerophon.greycortex.com (10.22.10.242)

Q' fd00:dead:beef 4ff0:c97:f0al:4dBafcd?

!. fd00:dead:beef:4f3:c27b:2eed:45b:cb16

0 kuhn.greycortex.com (10.22.15.195)

&3 buto.greycortex.com (10.22.176.147)

B aristotle.greycortex.com (10.22.15.229)

Top Hosts by Traffic at Mail Services

Host

8 larissa.greycortex.com (10.22.176.107)
43 larissa.greycortex.com (10.22.176.107)
B khons.greycortex.com (10.22.5.224)
!' fd00:dead:beef .efd:39d7:4972:9aa3:b8

Traffic
11077 G
9793 G
47716
336606
2407 G
1508 G
14356
1099 G
1006
986G

Service
IMAP (143)
IMAPS (993)
IMAPS (393)
IMAPS (393)

Traffic
398G
39728 M
2946 M
8162 M

Flows Transfer

May 14 12:00 May 14 20:00 May 15 04:00

Application Response Time

4.

2

I

ay 14 12:00 May 14 20:00 May 15 04:00

Top Countries by Traffic

:

France

Czech Republic
Metherlands
Russian Federation
Ireland

United States
United Kingdom
Germany

Poland

(SN CNLA-N NN {

Slovakia

Top Hosts by Traffic at Web Services

Host

&g eurus.greycortex.com (10.22.176.33)
B kuhn.greycortex.com (10.22.15.195)

&g buto.greycortex.com (10.22.176.147)
D aristotle. greycortex com (10.22.15.229)

May 15 12:00

May 15 12:00

14197k
1531k
56.18 k
11139k
10581k
696.53 k
5644k
8391k
2426k
1995k

Service
HTTPS (443)
HTTPS (443)
HTTP (80)
HTTPS (443)

-

-

11396
975G
581G
398G
1316
1226
100G

726G
569G
476

28996
1099 G
10.0G
986G

-



Cq'FéIEé @ Dashboard i3 Network © Events A Incidents B Status Monitor

Subnets Hosts

Time
1 May 2019
Y Metrics ¥ Flows IN Flows OUT Packets IN [ Packets OUT [¥] Data N Data OUT
S M T W T F s
1 2 3 4 10M

¥ axis to logarithmic

+
ZM -
i
Wed 11: Wed 12:15  Wed 13:15  Wed 14: ved 17 Wed 19:15  Wed 2 Thu Thu
Predefined filters: ¢ ¢ ¢ N ¢ “ N “ N ¢
Detection methods: Sum Current value Model Manage columns
N M
Sensor Address ~ Name Flows IN Flows OUT Packets IN Packets OUT Data IN [B] OuUT [B]
demo 10.22.177.255 sward.greycortex.com 34 2 54 49k
Subnet:
10.22.176.0/23 - demo 10.22.177.254 mheolloway.greycortex.com .‘ 30k
demo 10.22.177.253 ipineda.grevcortex.com Host Information x 272k
HD'SIZ_ demo 10.22177.252 Double click to open in services 378k
demo &g 10.22.177.251 kek greycortex.com . 125k 10.26 k
_— s ares . 10.22.177.255 Whois 3rd party info -
— demo 10.22.177.250 jedwands.greycortex.com IP: 665k
) demo 10.22.177.249 SEVans.greycortex.com Hostname: sward greycortex.com google.com 463k
Service Type: demo 10.22.177.248 scampbell.greycortex_com & U (10.92.176.0/23) ipvoid.com 509k
_ demo 10.22.177.247 ablackwell.greycortex.com Subnet: 4 e LR e 352k
robtex.com
Protocol: demo 10.22.177.246 Iwilcox.greycortex.com Sensor: demo om0 432k
_ demo 10.22.177.245 Sriggs.greycortex com 654k
X = 00:04:96:1d:4e:30 viristotal o
Traffic: demo 2 10.22.177.244 Icampbell.greycortex.com MAC: = - = virustotal.com 321k
_ demo 10.22.177.243 rortega.greycortex.com Description: None 631k
demo 10.22.177.242 hhester.greycortex.com 614k
Country:
demo 10.22.177.241 jiones.greycortex.com Active directory user 462k
demo 10.22.177.240 ewalker.greycortex.com 579k
Event: e ~ Sara Ward (sward_114)
demo 10.22.177.239 tsimpson_greycortex.com 593k
Severity demo 10.22.177.238 aether. greycortex.com Sara Ward (sward_114) 451k
demo 10.22.177.237 khall.greycortex.com sara.ward@greycortex.com 745k
GreyCortex s.ro
demo 10.22.177.236 shenry.greycortex com 538k
-Fllter_--- demo 10.22.177.235 codonnell.greycortex.com 394k
) demo 10.22.177.234 kglass._greycortex.com 3.35k
Clear Filter Manag X
demo 10.22.177.233 ichaney.greycortex.com Address 1: 5033 Green Underpass Suite 943 Harmonton, ME 09830 616k
demo 10.22.177.232 Zrivas.greycortex.com Country: Finland 396k
demo 10.22.177.231 janderson.greycortex.com 3.85k
. Mobile: (778)957-1759x6522
demo 10.22.177.230 dgutierrez greycortex.com : 418k
demo 10.22.177.229 rclayton.greycortex.com Job Title: Engineer, building services 388k
demo 10.22.177.228 shines.greycortex.com 2 Edk
demo 23 1022177227 trystramdelyens.greycortex.com 3358k B5.41k
demo 10.22.177.226 jgutierrez greycortex.com 535k
+ To filter # Services @ Settings Close
demo &g 10.22.177.225 ahudson.greycortex.com 11.58k T4T2k
demo 10.22.177.224 cCruz.greycortex.com 40 4 49 412k

demo 10.22.177.223 kpatton.greycortex.com s | [T 529k
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Events by Severity Ho
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Attribut:
Predefined filters:

Detection methods:
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@ 2 a g
a3 El El g - - A
= g % 1]
4

trojan
Severity:
Filter
Clear Filter Mana

Chart Map
E .
Mendel Satellite
. MN E
] . Wl
@ United 5t
) MO
F T
Maxico
Cubs
Iy Puerio Rice
GIJIM""-
ribk
Hicaragua
Venezuela
Guyana
Colombia Suriname
Events
= Name
B trojan: Suspicious User-Agent (MyAgent)
[ 7 | trojan: DMS Reply Sinkhole - Anubis - 195,22 26.192/26

trojan: Single char EXE direct download likely trojan {multiple families)
trejan: MS Terminal Server Single Character Legin, possible Merto inbound
trejan: MS Terminal Server Single Character Legin, possible Merto inbound
trojan: Linux.Mirai Login Attempt (xc3511)
trojan: Possible Linux.Mirai Login Attempt (1111111)
trojan: Possible Linux.Mirai Login Attempt (7ujMkoOadmin)
trojan: Possible Linux.Mirai Login Attempt (7ujikoOvizxv)
trojan: Possible Linux.Mirai Login Attempt (888888)
trojan: Possible Linux.Mirai Login Attempt (dreambox)
trojan: Possible Linux.Mirai Login Attemnpt (ikwb)
trojan: Possible Linux.Mirai Login Attempt (realtek)
trojan: Possible Linux. Mirai Login Attemnpt (service)
trojan: Possible Linux.Mirai Login Attempt (ubnt)
trojan: Possible Linux.Mirai Login Attempt (vizev)
trejan: IRC Mick change on non-standard port
B trojan: DNS Reply Sinkhole - Anubis - 195.22.26.192/26
trojan: MS Terminal Server Single Character Legin, possible Merto inbound
trojan: Linux.Mirai Login Attempt (xc3511)
trojan: Possible Linux.Mirai Login Attempt (7ujMkoOadmin)

trejan: Possible Linux.Mirai Login Attemnpt (TujhkoOvizxv)

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
-

trojan: Possible Linux_Mirai Login Attempt (888888)
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South Korea

Philippine Sea

Philippines
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pdeta ©2019 Google, INEGI  Terms of Used

Manage columns

Date

Tue 01:32 - 1415
Tue 05:57 — 05:58
Tue 01:11 - 0712
Tue 23:50 — 23:51
Tue 01:54 - 17:06
Tue 08:57 — 12:43
Tue 09:01 - 09:51
Tue 01:38 — 09:51
Tue 05:22 - 1711
Tue 05:24 — 09:35
Tue 08:46 — 19:43
Tue 08:46 — 08:48
Tue 05:21 - 17:10
Tue 0717 - 1714
Tue 05:24 — 09:52
Tue 01:37 - 1712
Mon 23:59 - Tue 23:59
Tue 01:08 — 01:09
Tue 01:19 — 23:53
Tue 05:20 — 09:48
Tue 08:47 - 1712
Tue 09:49 — 09:50
Tue 08-:49 - 0902



SECURITY REPORT CATEGORY: INFORMATION INCIDENT SUMMARY
Host: 172.16.42 54
These graph visualize the number of security events per each of displayed icategories Subnet:  floor2 (172.16.42.024) The Incident Summary displays incidents reported by MENDEL users, and the status
showing the most frequent occurrences with its seventy. It can be used to understand of their resolution. Every incident has an assigned risk from the most critical {e.g.
the overall levels of threats found in the network over the report period. ) ) company network compromised) to informational (e.g. new device discovered).
Domain: Blocked Domain Detected
E Domain: Domain containing Malicious Files Detected
Palicy: GNU/Linux APT User-Agent Outbound likely related to pa... RISK REPORTED ANALYZED RESOLVED
Anomaly Policy Violation
- Hoszt: 172.16.42 52
Subnet: floor? (172.16.42 024) CRITICAL '_'|_
1/a4 10/44 Slacklist: Tor blackiist
High Medium [EJ pomain: Domain containing Malicious Files Detected
Policy: GNIWLinue APT User-Agent Outbound likely related to pa. .- HIGH
Host: 172 16.42 62
Malware and CnC Reconnaissance Subnet: floor2 (172.16.42 0/24)
MEDIUM
‘ Blacklist: General blacklist
Blacklist: Tor blackist
10 144 1|f4_4 E Dromain: Domain containing Malicious Fles Detected LOW
Medium High
Host: 172.16.42 64
Subnet: floor? (172.16.42 024)
INFO
Information Exploitation Domain: Unwarnted Domain Desected
TOTAL 17 45 135
Host: 1721642 51
Subnat: floor2 (172.16.42 0/24)
Perioic: SSDP Permanent Multicast Communication averace ResoLuTioNTIME: 2.1 MINUtes




1. RAT: Machine Communication in Japan
Risk: [T Sensor: Test

Labels: Security
Link: https://mendel greycortex.com/incidents xhtmi?id=1

Source IP:

. X

Finding
This device was detected communicating to Japan and to other atypical countries. Furthermor

e, these communications used torrent communications. The device is among others connected
to the IP reputation services by TOR.
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2. Outgoing Portscan on UDP Port 1

Risk: U] Sensor: mendel
Labels: Security

Link: https://mendel.greycortex.com/incidents xhtmi?id=2

Source IP:

. K

Findings
The device made several port scans to external addresses to the internet in various countries.

It may be a legitimate outdated P2P application or evidence of the presence of malware that
tries to contact the parent botnet.
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Risk

There is a risk of infection as a device with malware that can cause data loss or damage to
reputation. It is especially commaon in port scanning that the public [P address of the network
gets blacklisted it will be seen as hostile.

Recommendation

‘We recommend an analysis to determine what is causing the activity. The appropriate solution
is then to re-install the device.
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3. Anomalous Amounts of Communication
Partners to SMB

Risk: Sensor: Test
Link: https://mendel.greycortex.com/incidents.xhtmi?id=3

Source IP:
W

Findings

The device connects to a large number of other stations in the MS Samba protocol on port
X which carries large amounts of data. Such behavior was identified by the NBA engine
as an anomaly, because this device communicates with too many communication partners
compared to modeled communications.

It may be an audit tool, or anomalous user behavior, or malware.
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Risk

If it is not an audit tool, it may be a type of malware (ransomware) which encrypts user
connected disks or strange user activity.

Recommendations
Analyze the equipment and check the cause of the behavior.
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hlackiist: Tor blacklist
blackii=t: Tor blacklist
 blacklist: Tor blacklist
blackist: Tor blacklist
Pertodic: Repetitive Connections (every 30 minutes in 6 hours)
p2p: BitTorrent DHT ping request
 Periodic: Poesible Malware Check-in on HTTE/S
p2p: BitTorrent DHT ping requeast
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Feriodic: Fomsible Malware Check=in on [ITTE/S
periodic: Repetitive Connections (very 30 minutes in & hours)
p2p;: BitTorrent DHT ping request
 Pertadic: Repetitive Connections (every 30 minutes in & hours)
Periodics Possible Malware Check-in on I-IT!"PJ'G_
 Pertodic: Possible Malware Check-in on HTTP/S.
Periodic: Repetitive Connections (every 30 minutes in 6 hours)
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APXITEKTYPA + PO3IOPTAHHA



APXITEKTYPA

Tpadik mepexi
O
2K G2 e
EEE
BiaasepkaneHi NetFlow 3axonneHHs MeToau BUsIBNEHHs PoscriayBaHH s T8 NOWYK 3arpos
Aanm nakeris

MOHITOPUHT

laeHTudikauis [daHi npo o6nagHaHHA  [lopatku Ta

KOopucTyBa4a (Ha3Bu xocTiB, OC) MeTaaaHi Feonokauis IP Threat Intelligence s
0909 9
= fe A2
884 00O s

KoHTeKcT mepexi
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APXITEKTYPA

MeTtoau BusABneHHNA

D | —— U
(AN i
HIHHIH ||| ||| %
by it | :
Tradiicmepexd IDS Auanis MoniToputr Ananis PoscniayBaHHsi Ta nowyk 3arpos
noBeniHKU NPOAYKTUBHOCTI 3awmndpoBaHoOro
nopartkis Tpadpiky
MoHITOpPUHr

Penyrauis IP Ceptudikatu
Ta AOMeHIB IHTerpauii

. CurHaTtypu Xewi channis
KoHTekcT mepexi

Threat Intelligence
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APXITEKTYPA

Po3cnigyBaHHA Ta NOLWYK 3arpo3

@ —

(’ Wl

Tpadik Mepexi MeToaun BUsIBNEHHSA Mowyk AaHMx MonepeaxeHHs YnpaBniHHA
Ta cpinbTpauis Ta 3BiTH iHUMgeHTamMu

MoHiTOpUHr
NAC
B SIEM Ta nnatcdopmu SOAR
KoHTekcT mepexi Threat Intelligence s i Ta KOMYTaTopM  ayanitukm 6eaneku
o 4 7
) ([ ¥a®) =
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?? | ——

IHTerpauii
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PO3IOPTAHHA

IHTepHeT

All-in-one appliance —ljji— Bpanamayep

LLiBuOoKe posroptaHHA Ta MUTTEBI pe3ynbraTtu

Bin 200 M6/c no 10 I'6/c L] : _
e o | R | Remamrmoarop

aoo IHTEpencn and MOHITOPUHTY I_l & : I

rovToy L_'l m o ¢ﬁ=> ————— CORTEX
Big 500 go 30 000 xocTiB y Mepei 5 omyen <0
Virtual appliances go 1I6/c = m comyrarop
Cepsepu g 9 9 g
=S

Ba3u gaHux E;i_{CO RTEX



All-in-one appliance

(ceHcop + KONeKTop) y ronoBHOoMy odici

CeHcopu BCTaHoBreHi y goinianax

1 KONeKTop MOXe KepyBaTu
0o 40 ceHcopamu ta 60 000
BiACNIQKOBYBaHUX XOCTIB

Kinbka KkonekTopiB MoXxHa o0'eaHaTH
y CEM (central event management)
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ii; Sensor
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KomyTtatop _, ~ ‘\ KomyTaTop
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Hbro-Nopk

LUTa6-kBapTupa
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KomyTtatop

]
I
i} :
(@)
O
Yy
—I
m
o



PILLEHHA

LLUnpoki Ta rmmboKi MOXIMBOCTI BUSBIIEHHSA
[MoBepniHku (200+ noBediHKOBMX LLIABIOHIB + NoHad 45 TUcAY cUrHatyp)
AHOManin yepes MoaentoBaHHA 04iKyBaHOI NOBEAIHKM
MawwuHHoI noBediHkn (RAT, komaHgHi cepBepun DOTHETIB)

CniBcTaBfeHHd BULLE3a3HaA4YeHOoro

YHiKanbHUM ornag Mepexi

3pyyHa Ta epekTnBHa (pinbTpauia Ta 3BiTyBaHHA

3pY4HICTb BUKOPUCTAHHS

CTBOPEHO 3 AYMKOIO MNP0 YnpaBniHHA 6e3nekoto

O6'egHaHHs IT-cneudianictiB Ta OT/SCADA iHXeHepiB
€anHUM iHCTpyMeHT ansa moHiTopuHry IT Ta OT/SCADA
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SREYCORTEX &) sofefica xopero


https://www.eset.com/ua/business/partner/technology-alliance/
https://www.eset.com/ua/business/solutions/endpoint-detection-response/#greycotex
https://www.eset.com/ua/business/solutions/identity-data-protection/#safetica
https://www.eset.com/ua/business/solutions/identity-data-protection/#xopero

BUHUKIIN SATNTUTAHHA?
BAXAETE SAMOBUTU OEMO-BEPCIIO?

Ceprin Kaget
s.kadet@eset.ua
+380 67 824 54 14



https://www.eset.com/ua/business/partner/technology-alliance/
mailto:s.kadet@eset.ua
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