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TECTUPOBAHWE UT-UHOPACTPYKTYPHhI,
BESONACHOCTN N ONTUMU3AL A
MOHUTOPUHTA
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A Keysight Business
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PeweHunsa no tectuposaHuio (NTS)




n Bbelibop nocTaBLMKa Ha OCHOBE pearbHbIX

z

XapaKTEPUCTUK NPON3BOANTENBHOCTH

N 9P PEKTUBHOCTU 3aLUMUTHI

CpaBHeHMe 1 nNpoBepka KOHdUrypauunn,

HOBbIX apPXUTEKTYP, “TOHKUN TIOHWUHT”

TeCTbl HOBbIX NPOWNBOK U OBHOBNEHUN

OO NX YCTaHOBKWN Ha CETb

BHeapeHne HOBbIX TEXHOMOrMN

(TLS 1.3, NFV v ap.)
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IXla

A Keysight Business

[lpoBepKa OTKa3oyCTONUYNBOCTU

N HAOEXHOCTH

[TONCK KOPEHHbIX NPUUMH Npobnem

npon3BoANTENbHOCTH

OTtpaboTka peanbHbIX NHUNAEHTOB
B NabopaTopHbIX YCNOBUAX, TPEHNPOBKA

nepcoHana Vb

OkazaHue ycnyr no TeCTUpPOBaHUIO

Ha BHELWHUN PbIHOK



TecTupoBaHue CUCTEM CETEBOMN 3aLUTDI IXla

A Keysight Business

Client Side Simulation Device or Network Under Test Server Side Simulation Client-Side Simulation Only Server or Service Under Test

\ Malicious Traffic Malicious Traffic Malicious Traffic CH o e 2 e s
_q B & - - ‘ IXIa
Legitimate Traffic Ixia BreakingPoint Legitimate Traffic Legitimate Traffic -y L dalalilala . " A int
Test Equipment ) l 1 ‘ Efe s Test Equipment
/" PeanbHbI NErNTUMHbBIN TpadouK + aTaku: /" BbIiCOKaa npon3BoaAnTENBHOCTb C annapaTHbIM
Bupychl, DDoS, TposiHbl, botnet, malware yckopeHnem SSL/TLS
/" YHuKanbHOe copepXxaHue n naeHTMdunKaTopbl B «/ BbliCHEHNE peanbHON NPON3BOAUTENBHOCTU U
KaXkxgown ceccuu acpdpekTnBHOCTHU

ESKN




UTM

IDS/IPS

Deep Packet Inspection (DPI)
Firewall

Web Application Firewall (WAF)
Load Balancer (SLB)

WAN Accelerator

Network Probe

Lawful Interception

Systems (LI)

IXla

A Keysight Business

Data Retention Systems
Anti-DDoS

SSL Accelerator Traffic
Shaper SMTP Relay
Anti-SPAM Proxy/Cache
URL Filter

Content Filter

Anti-Virus /Anti-Malware
Network Encryption Device

n ppyrue..



PeanuctnuHbin Tpadcduk IXla

A Keysight Business

- 430+ npunoxeHumn

- 3800+ rotoBbix npodonnen NPUNOXKEHNN

IdunHamMmmnyeckoe u peannctnyHoe

coaep)xaHue B KaXXaoun ceccum

CospaHue npodonnen Harpyskm

MMEHHO Ballen ceTu

OueHb BbICOKas NnPon3BOAUTENBbHOCTDb

MNocTosiHHbIEe O6HOBNEHUA




IXla

A Keysight Business

Cumynsauma DDOS wn botnet 8400+ peanbHbIx aTak
AHanma 1 peBepCuHr atak ATI 34,000+ xuBbIx malware
OnpeneneHune reo-nokaumm Ll.eHTp VICCHG.D.OBaHVII;I 100+ TEXHNK NPOHUKHOBEHNS

Vv
N

Pecypc IXIA AHanus BIG DATA
O6MeH paHHbIMU CobcTBeHHasn B URL
WkxeHepbi IXIA ¢ nabopaTopusMm- cetb HONEYPOT g
BsaumopencTaue ¢ napTHepamm U MOUCKOBbIX SPAM

pa3paboTunkamm CUCTEM AreHToB OTKpbITbIE AaHHbIE

B n 3akazunkamu [aHHble O BTOpXXEHMUAX



Test Scenario Vendor 1 Vendor 2
Session rate 4,300 50,000
Sessions Open 110,000 40,000
Bandwidth 0.35 Gbps 4.1 Gbps
444 Send attacks 20 208
Price $$% $$$9%

BeHpop 2 — nyuwnin no Nnpon3BoanUTENLHOCTMH,
HO XyALWwnm Nno 6e3onacHoOCTH

Vendor 3

16,500

108,000

1.3 Gbps
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IXla

A Keysight Business

Vendor 4

30,000
88,000
2.6 Gbps
192

$$

BeHpop 1 — nyywnm no 6e3onacHOCTH,
HO XyALNA NO NPOU3BOANTENBHOCTH



IXla

A Keysight Business

WuxeHep IXIA “B kKopobOke”

3 ENVIRONMENT RESULTS  £F

# IXia BreakingPoint QuickTest > Suites

€3 performance 2019 May 22, 07:55 00:05:19
) Performance [ E | 2019 May 22, 07:42 00:11:43
& netsecopen 2019 May 22, 07:25 00:12:36

Choose the test suite you want to run

? o 2 6 v



IXla

o A Keysight Business
MyHVManbHLIM NOROr BXOXAEHUF

A

# IXia BreakingPoint QuickTest > Environment

Ao ENVIRONMENT RESULTS ﬂ

SOURCE SYSTEM UNDER TEST DESTINATION

\ 40.40.40.254 50.50.50.254

40.40.40.1
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50.50.50.1 24

Add Source Ports

Add Destination Ports



Performance

Web-ClearText

AppMix Enterprise -
Datacenter

AppMix — Business
AppMix - SocialMedia

Web Encrypted

Security
Malwares

Malwares

Exploits

Exploits

DOS

Application and
Volumetric DDoS.

Advanced Threats

NetSecOpen

NetSecOPEN Traffic Mix
TCP/HTTP

HTTP
TCP/HTTP

HTTP Throughput

Concurrent TCP/HTTP
TCP/HTTPS

HTTPS

HTTPS

HTTPS Throughput

Concurrent TCP/HTTPS

IXla

A Keysight Business

Perimeter Security

Web-ClearText - Mix Traffic

Web Encrypted -

Mix Traffic Performance.

App mix — Datacenter AppMix
- Enterprise

Malwares hardware types
Exploits
DOS

Application
and Volumetric DDoS.

Malicious URLs.

Advanced Threats
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PeweHusa VISIBILITY (NVS)




CyTb onTumMmnsauum iXia
KonvuecTBO NOPTOB U OUUEH3WUNA, 38CRYXEHHOCTh, A Keysight Business

SECURITY APPLICATION PERFORMANCE ANALYTICS / MANAGEMENT CLOUD
@IVIPERVA F:iiRATINET A0 riverbed o +HSevOne splunk'> <ol arwmds‘; vmware Microsoft Azure
#logRhythm S3VVius Gnatrece & % ! b o

VIAVI H . . === e an
Boaogie il L Corvil plixer IEF LiveAction Puppet R

“®ExtraHop ORACLE’

T T

T
&© Peuwenns Ixia Visibility <©

T T
TAPs‘ TAPs‘ O6nako
33I§-IVIK a 9 :: o :: \ / @
X ] @ CloudLens
a0 [ =
e TAPSA TAPsA uon
N v
Anpo

ESK/N



== A

eska.global



