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Y710 Takoe |IAM? ©ONE IDENTITY
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AyTteHTndoumkaums ABTOpU3auusa
“Who am [? “What | can do?“
AOoMUHUCTPUpOBaHME Ayant
“Kak Bce HacTpouTb NnpaBunbHO?” “‘Kak yb6eaunTtbcs, uto BCEe

paboTaeT no npasunam?”
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3auYeM HY>)KHO KOMMMEKCHOE ©ONE IDENTITY
yrpaBneHme 4OCTyrnom
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— Bbicokas Tpyoo&MKOCTb cbopa AaHHbIX O NpasBax A4OCTyna

Societe Generale Reports EU4.9 Billion
Trading Loss (Update8) COpr,EI,HI/IKOB, 06 nx cornacoBaHUM N USMEHEHUN

est Trading Loss Ever by a Bank _Bioomberg

[locne nepeBoaoB NO AOMKHOCTM HaKanInmBalTCA U3ObITOYHbIE

npaBa gocTtyna

He3abnoknpoBaHHbI€ YUYETHbIE 3aNUCU YBONEHHbIX COTPYAHNKOB

Ehe New JJork Ei z
e — World Business

— B MHpopMaLUnOHHLIX cucTeMax eCTb NONb30BaTENMU C
French Bank Says Rogue Trader Lost $7 Billion

‘ HecornacoBaHHbIMW NMpaBaMn AOCTyna

Correction Appended

PARIS — A French bank announced Thursday that it had lost $7.2
billion, not because of complex subprime loans, but the
old-fashioned way — because a 31-year-old rogue trader made bad

PmGH OB <

S A R e CoTpyaHMKM MMeIoT bonblue npas AOoCTyna, YeM UM HEOOXOAUMO

himself deeper into a hole.

@ s

Société Générale, one of France'’s OOKLYN

largest and most respected banks, NOVEMBER 4
WATCH TRAILER

said an unassuming midlevel

employee who made about 100,000

R A A e Sy KoHMnnKTbl pasaeneHna oTBETCTBEHHOCTU MPU HagHaueHun
erviel — managed to evade multiple layers of computer

controls and audits for as long as a year, stacking up 4.9

billion euros in losses for the bank. I_I Oﬂ H O M O q I/I I;I
Unlike many of his high-level trading colleagues, Mr.
Kerviel graduated not from one of France’s elite




3auYeM HY>)KHO KOMMMEKCHOE ©ONE IDENTITY
yrpaBneHme 4OCTyrnom

NUccneposanne Dimentional Reseach, onpoc 100 CISO

/0% He yBepeHbl, UTo OTOOpP AOCTYyna NpPu YBONbHEHUN NPOUCXOANT CBOEBPEMEHHO

Tonbko B 14% cnyuyaeB OOCTYyN K U3MULWHMM pecypcaM OT3biBaeTca cpasy nocne cobbitua B Kagpax
Tonbko 9% yBepeHsbl, UTO Y HUX OTCYTCTBYIOT 6ECXO3HbIE YUETKN

Tonbko 113 4 yBepeH, Uto npasa 1 NONHOMOUUSA COTPYAHMKOB Ha3HaUYeHbl NpaBuUIbHO

Tonbko 11% npoBoAAT ayanT poneBon Mogenun xota 6kl pas B Mecsy,

2 OHS BCPEAHEM 3aHMMaeT oTobpaTb AOCTYN NPU YBONbHEHUN



3auYeM HY>)KHO KOMMMEKCHOE ©ONE IDENTITY
yrpaBneHme 4OCTyrnom

[IONXHO KOHTpONUpPOBaTLCA CO3AaHNE, UBMEHEHNE U yaaneHue

naeHTndpmnkaunoHHbix gaHHbix (PCI DSS n.8.5.1)

» Security @

Standards Council MpenocTasneHne NOMHOMOUNIN AOMKHO BbITb COrMacoBaHHbIM,

koHTponupyembim (PCIl DSS n.7.1.3, ISO 27001 n.11.2.2)

[lpaBa gocTyna AOMKHbI HE3aMeannTenbHO OT3bIBATbCA NP
YBONbHEHUN COTPYAHMKA, NepecMmaTpmBatbCa Npn nepesoge no
pnomxkHocTtn (PCl DSS n.8.5.4)

PYKOBOACTBO AOMKHO OCYLIECTBNATL NEPUOANUECKN NEPECMOTP
npaB AOCTyna nonb3oBaTtenen, UCNonb3ysa doopmanbHbIN NpoLecc
(ISO 27001 n11.2.4)

O683aHHOCTU U 0BacT OTBETCTBEHHOCTU OOTKHbI ObITb
paarpaHunuetsl (ISO 27001 n10.1.3)



KOMMNEeKCHOE ynpasfeHne gOCTYrnom, @)N EIDENTITY
NOCTPOEHHOE KakK equHOe pelleHne -

One Identity Manager (1IM)

XUBHEHHbIN UnKn

Self : : nHcpopmaumm
service |Businessuser] Admin
O COTpYyAHUKE U AocTyne
Web portal Tools « Risk
« SoC Ponesasa Mmopnens gocrtyna

 Modeling 3asiBKM 1 cornacosaHue

.
Cost center [ 2

Org Structure e 2

pocTyna

] ! Jove “ﬂr‘- CepTtudpukaums gocryna
R 1i R ?l' R o KoHTpons gocTyna u

aHanns3 puckos

PaspeneHne nonHoMouunn

OTuyeTHOCTb U aHanUTUKa



XWU3HEHHbIN LUK COoTpyAHUKa KOMNaHUU

Mpoueccsi
M3MEHEHUSA
pocrtyna

OpraHVI3aI.IMOHHbIe U3MEeHeHus.
BHyTpeHHU nepeBoa

BusHec-Bnapeneu/
pykoBoauTesib nposoanT
aTTecrtauuio

Mepuoagunueckasn
aTTecrauus npas

Mpouecc HapeneHns 0OCTYNOM

U npasaMu B COOTBETCTBUU
c ponbio

.l.

lponem Ha paboTy

X

YBO/bHEHME

l

Mpoueccel oT6opa goctyna

Bnapeney pecypca
NoATBepXAaeT 3anBKy
M QOCTyn BblAaeTcs

OTnpaBneHbl PEKBU3UTBI
AnsA poctyna

MepBbIN BXOA B CUCTEMY,
M3MEHEeHWe napons u
KoppekTuposka npoduns

MpumeHeHune
M3MeHeHun

CoTpyaHuK oTnpaenser
3asBKy Ha for. 4ocTyn




ONE IDENTITY

KoMnnekcHbIn
KOHTpPONb Aoctyna

One Identity Manager (1IM) -
KoMnnekcHas cuctema ynpasneHus
npaBamMu OOCTYyNa YPOBHA NpeanpuaTus.
Pazpaua npas npu
npueme/nepesone/yBonLHEHUN,
opraHu3auus poneson Moaenu,
KOHCTPYKTOP pOonewn, artecTtaumsa gocTyna,
KOHHEKTOpbI K HR 1 uenesbiM cnctemam,
KOHCTPYKTOP KOHHEKTOPOB, nopTan ans
3anpoca [ocCTyna, Leno4kn cornacoBaHus,
OenernpoBaHne, puckoBas Moaerns,
KOHTPOMb KOHAPNMKTHOIO AOCTyna u
pasgeneHne nonHomoumn - SoD, 0630p
pocTyna Ha 360, OTYETHOCTL U
NHTEepPaKTUBHbIE NaHEeNW yNpaBneH1sa n Ta.

One Identity Manager — Data Governance
Edition (1IM -DGE) - pacwupenune 1IM ans
HECTPYKTPUPOBAHHbIX AaHHbIX Ha
channosbIx cepaepax

SddekTnBHOCTL
gocTtyna

Active Roles - aBToMaTn3aumsa pyTuHbIX
npoueccos B AD, Exchange.
«ObnerueHHbin» BapnaHT IDM gna MS
cpensl

Password Manager - CamocTtosaTenbHbIn

cbpoc naponen n pasbnoknposka
YUETHBIX 3amnncemn nNonb3oBaTensMu.

Defender - gByxdpaktopHas
ayTeHTudpukaums. Soft n Hard TokeHsl.

Cloud Access Manager - cuctema
€0MHON TOYKM BxoAa Ans
Web-npunoxeHun. TexHonorua Reverse

Proxy.

Enterprise Single Sign-on - cuctema
€ANHON TOYKM BXOoAa Ans nobbix
NPUNOXEHUN

MpusunernpoBaHHbLIN
AOCTYnN

Safeguard for Privileged Passwords -
Pewenne ons Bbigaun
afIMUHUCTPATUBHbIX Naponen.
3aluLEHHbIN annaeHc.

Safeguard for Privileged Sessions -
BblAaya 1 3anMcb agMUHUCTPATUBHbIX
ceccun. 3aWwmneHHbIN annaeHc.

Privileged Access Suite for Unix -
AytenTndomkaumsa B UNIX/Linux uepes
AD, ynpasnenune Unix/Linux uepes
rpynnosbie nonutukn AD,
AeNnernpoBaHne NonHOMoUNN,
Pacwupenne SUDO, koHTpoOnNb
[OCTyna, NorMpoBaH1e Beoda C
KnaBmartypbl.



Llenoukn cornacosaHnim HacTpanBaloTCs

B YOOOHOM rpadonyeckoM nHtepdpence @)N EIDENTITY

Bbonee 40 wab6noHos
YTBEPXAEHNA OOCTYIMHbI
«U3 KOPOBKN»

* [lenernpoBaHune

 [lpepocTaBneHue npas C
yCnoBmem

Sckanayusa

HanomMmmnHaHus

[Nepenava npasB gocTyna
nocnegosartensbHas u
napannenbHas

Ha ocHoBe
KOpnopaTtnBHOW nepapxmu




One Identity Manager -
KOHHEKTOPbI K CUCTEMaM

©ONE IDENTITY

Jlio6oe ppyroe

obnauHoe npunoxeHue

. SAP SuccessFactors () -

Talent Drives Performance

g
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Azure Active Directory
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