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NToroebin otuer

O630p XMBHEHHOTO LMKNa cucTeMbl 6€30NacHOCTM NOABOANUT UTOTOBYIO OLIEHKY YrPO3.
CeepfeHuns, CNoMb3oBaHHbIE ANA AaHHOro aHanuaa, 6binv cobparsl Palo Alto Networks B

TeUEeHne OTYeTHOro nepuoga. [laHHbI OTUET COAEPXKMUT LEHHbIE aHaNnNTUJYECKMEe CBEAEHMUA O
npunoxenusax, Tpadpmke URL-agpecos, Tnnax cogepXMMoro, yrposax 6€30nacHOCTN CeTu, a

Tak>XXe O pekoMeHaaunmax no CHMXeHNIO PUCKOB And opraHn3aunn.

KoHuaeHUnanbHass MHEOPMAUMS — PACIPOCTPAHEHWE 3ArpeLyeHo

OcCHoOBHbI€ BblBOADI

NcnonbayeMble npunoxeHue
Bcero ncnonb3yetca npunoXxeHumn:

. OHn npeacrTtaBnaioT onpegeneHHble

npobnembl Ang NpeanpusaTna n ero 6esonacHoCTu. 1o Mepe TOro, Kak BaxXHenLwmne
OYHKLMM BbIXOOAT M3-MOA KOHTPONSA OpraHnsaunn, paboTHUKN NCNOMb3YIOT
NPUNOXEHWUA, HE OTHOCAWMECA K paboTe HanpsaMyto, a KnbepnpecTynHUKK
MCMNONb3YIOT TaKNe NPUNOXEHMA ANA CO3AaHNA YA3BMMOCTEN N KPaXKn AaHHbIX.

MpunnoxeHus, cBAa3aHHbIE

C BbICOKUMU pUCKamu

Bcero obHapyXeHO NpUnoXxXeHmn ¢ BbICOKUM
YPOBHEM pucka: H4. B nx uncne npunoxeHus,
KOTOpble MNPEACTaBNAOT COOON yrpo3y nunm
NOTEHUManNbHY ONAacHOCTb, NepeaatoT doansbl
3a npepenbsl CeTh, a TakxXe yCTtaHaBnneatoT
HEeCaHKUMNOHNPOBaHHbIE COeANHEHNA.

Oblwee KONNMUECTBO Yrpos

Bcero obHapyXeHO yrpos B ceTu:

B nx uncne nporpammbl, ICNONb3ytoLWMe
YySA3BMMOCTU, UBBECTHbIE N HEM3BECTHbIE
BPELOHOCHbIE MPOrpamMmsbl, a Takxxe onepaumnm
MO OTNPaBKe NCXOAALLMX KOMaHA 1 3anpOCOoB
yAaneHHOro ynpaBneHuns.

Mpunoxenne SAAS

KonnuecTtBo npunoxeHun SaaS
(MporpammHoe obecneueHune Kak ycnyra),
OBHapy>XeHHbIX B Ballen ceTu:

BHEApUTE NpUnoxeHue Saas, kotopoe
oynetynpasnaTeca Bawen [T-komangon.

SKkcnnonTsl

B pamkax opraHusaunm obHapyxeHo
NpOrpamm, MCNONb3YIOLWNX YA3BUMOCTM
CUCTEMBI: (kaTeropum
ysazsuMocTen: brute-force, info-leak

a codeexecution)

. B uensax
BbIMOMHEHNS aAMUHUCTPATUBHOIO KOHTPONS



KpaTKaﬂ cBoAdKa Nno npunoXeHunam

HpVIﬂO)KeHI/Iﬂ npoencTtasnAaoT cobon OﬂpeﬂeﬂeHHbll;l PUCK, MOCKOJIbKY Uepe3 HUX OCYLLECTBNACTCA
oTnpaBkKa AaHHbIX N3 CETU U HecaHKLI,VIOHI/IpOBaHHbIVI OOCTYyM, UTO NPMBOAUT K CHUXEHUIO
NnPoOYKTUBHOCTN CUCTEMDI. KpOMe TOro, 3a4acCTylo TakKne NMPUNOXeHna pacxoaytor oowmnmn
KOpﬂOpaTI/IBHbIPI TpaCbI/IK. B atom pasgene HarnagHo onncbiBatoTCA OCHOBHbIE aClNeKTbI pa6OTbI
I'IpI/II'IO)KeHI/II;I. nOﬂyMI/IB BCIO HeO6XOD,I/IMy}O I/IHdDOpMaLlVHO, Bbl CMOXETE NPUHATL OCO3HaHHOE
peweHne O CHNXeEHNN PNCKOB 6es yLuep6a aoxodam npeanpudaTtna.

OcCHOBHbI€ BbIBOAbI

B ceTn obHapy»XeHbl MPUNOXEHMS C BBICOKUM YPOBHEM pucka: file-sharing, photo-video a
email. TpebyeTca OONOMHUTENBHOE U3YUEHME STUX NPUNOXEHUN B CBA3U C NOTEHUMANbHBIMA
pPUCKaMn Ans CUCTEMBI.

Bcero obHapyxeHo npunoxeHun B cetu: 325 (sub-categories: 28), npu cpeaHem
3HaUEeHUN AN Apyrux opraHmsaunm B otpacnu: 246 (Media &Entertainment).

Tpadbuk, ncnonb3yembit Bcemu npunoxexHmamun: 5.93 TB B Tom umcne: business-systems -
3.34 TB, npu cpegHemM 3HauyeHun ona gpyruxopradmsaumm B otpacnu: 4.21 TB.

MpunoxeHns ¢ BbICOKMM YPOBHEM pUCKa

[MepBbIft War K ynpaBneHnto cucteMon 6€30nacHOCT! COCTOUT B TOM, UYTOObI onpeaenuTb
NPUNOXEHWS, NpeacTaBNsiolne COO0On OCHOBHYIO MULLEHb A5 3N0YMbILWNIEHHUKOB. Mbl
pekoMeHayeM NPUCTanbHO U3YUnTb MPUNOXKEHMUS B yKa3aHHbIX KaTeropusx, C TEM UToObI
MUHUMW3NPOBATL AOMNOMNHUTENBHbIE ONEPaTUBHbLIE PUCKK, MOTEHLMANbHOE HapyLleHne
HOPMaTMBHbIX TPEOOBaHUN, @ TaKXe HE AOMYCTUTL Yrpo3bl Knbepatak.

file-sharing 10
7

photo-video 9 I
8

internet-utility g M

social-networking 4 N



APPLICATIONS

KonnuecTBo npunoxeHun B cetm

Company X 26
Industry average 246 I
All organizations 2

KaTeropvwl C MakCManbHbIM
UNCITIOM I'IpVIﬂO)KeHMIZ

Cnepylolime kateropuv cogepxat MakcuMansHoe
UMCNO BUAOB NMPUMIOXEHUN, KOTOPbIE CcredyeT
NPOBEPUTL Ha COOTBETCTBME LENAM NPEanpUATUS.

business-systems 98

74

networking 76
: 58
collaboration 53

51
general-internet 44

42

media 36

Pacxon Tpadpumka uepes npunoxeHus

Company X 593 MB |
Industry average 4.21TB [ |
All organizations 557 TB I

Kateropuv npunoxeHun, ncnonsayowme
6onble Bcero Tpadomka

CBandwidth consumed by application category shows
Tpadbnk NPUNOXEHNI MO KaTEroprsM AEMOHCTPUPYET,
roe Harpyska MakCuMarsibHa, a Takxe rge cyuecrtsyert
noteHunanbHasa BO3MOXHOCTb CHU3UTb r|0Tpe6neane
onepaTuBHbIX PECYPCOB.

business-systems 334 7B r
1.25TB

networking 201TB r
83700 GB

- 24560 GB l
collaboration 53501 GB
i 207.20 GB h

general-internet 154 B

media 12393 GB L
355.05 GB




APPLICATIONS

MpunoxeHus, KOTopble NPeacTaBnaoT CObon yrposy

Hwxe npuBeneHsbl NPUNOXeHUsa (pacnonoXeHHble B NOPALKE NCNONb30OBaHUA Tpadorka)

OaHHOWN MOJKaTeropun, KOTOPbIE NPEACTaBNFOT COBON Yyrpo3dy. 3AECh Xe yKa3aHbl

CTaHOapTHble Moka3atenu npeanpuaTnm B aaHHom otpacnu (Media & Entertainment).

DTN NaHHbIE MOXHO MCMoNb3oBaTh Ans 6onee adpPEKTUBHOIO NNaHNPOBaHNUA AENCTBUN

MO KOHTPONMMPYEMOMY Pas3BEPTLIBAHUIO MPUNOXEHUIN B paMKax OpraHu3auunin.

OcHoBHbIe BbiBOAbI

« Bcero B pamkax opraHmsaumm obHapy>XeHo npunoxeHun: 325,
npw cpegHem 3HaYeHUn ang Apyrux opraHMsauunmi B OTpacnu:

246 (Media & Entertainment).

© Hanbonee pacnpocTpaHeHHble TUMbl NOAKATErOPUN NPUMTOXEHUI:
infrastructure, management a internet-utility.

Risk level

« [logkateropun NpUNOXeEHWI, NCNONb3YOLWMX bonblue BCEro Tpadouka:

infrastructure, storage-backup a management.

I Number of Applications in the subcategory [ Number of Applications in the subcategory

| Industry Average

1o [ — -

Email 95.86 GG
TOP EMAIL APPS

ms-exchange

I 48.37 GB
pop3
I 42.46 GB

smtp

l 3.05GB
gmail-base
0l 177GB

icloud-mail
I 132.25 MB

outlook-web-online
Il 6751 MB

yahoo-mail-base
I 3.38MB

mail.ru-mail
I 210 MB

I Industry Average

o [ —

Remote-Access 18.22 GG
TOP REMOTE-ACCESS APPS

ms-rdp
I  14.71GB

windows-remote-management

I 3.36 GB

teamviewer-base
I 156.99 MB

apple-remote-desktop
I 119 MB

anydesk
1 966.07 KB

vnc-encrypted
I 62520 KB

splashtop-remote
1 296.37 KB

pcanywhere-base
Il 738KB




APPLICATIONS

I Number of Applications in the subcategory
| Industry Average

22 [ —

File-Sharing 251 GG
TOP FILE-SHARING APPS

ftp
I 18.69 GB

bittorrent

I 5./5 GB

google-drive-web
i 35015 GB

wetransfer
I 133.70 MB

ms-onedrive-base
1 96.31 MB

dropbox-base
1 63.33MB

bittorrent-sync
1 697 MB

google-cloud-storage-download

I 414 MB

I Number of Applications in the subcategory
| Industry Average

w2 [ s

Instant-Messaging 10.04 GG
TOP INSTANT-MESSAGING APPS

telegram
I /.56 GB

ms-lync-base

I 118 GB

facebook-chat
Hl 90612 MB
whatsapp-base
I 73.36 MB
ms-lync-online
1 880 MB
qqg-base

1 456 MB

snapchat
1 428 MB

wechat-base
I 96597 MB

I Number of Applications in the subcategory
|

o [ —

Encrypted-Tunnel 748.07 GG
TOP ENCRYPTED-TUNNEL APPS

Industry Average

ssl

I 14.71 GB

ssh

I 3.36 GB

dtls
I 431.35 MB

ipsec-esp-udp
1 8818 MB

open-vpn
1 12.33 KB

ipsec-esp
1 6.05MB

hola-unblocker
1 1.62 KB

ikee

I 160 MB

I Number of Applications in the subcategory
I Industry Average

o | —

Social-Networking 136.92 GG
TOP SOCIAL-NETWORKING APPS

ssl
I 135.98 GB

ssh
I 31523 MB

dtls
I 231.05 MB

ipsec-esp-udp
I 13572 MB

open-vpn
I 110.00 KB

ipsec-esp
I 6834 MB

hola-unblocker

I 5418 MB
ikee \to
I 900 MB mpa\OETm‘




RISK
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APPLICATION
ms-exchange
pop3

gmail-base

ssl

ssh
hola-unblocker
ftp

bittorrent
google-drive-web
ms-onedrive-base
dropbox-base
bittorrent-sync
qg-base
youtube-base
facebook-video
http-video

rtmp
youtube-uploading
freegate
http-proxy

socks

ms-rdp
facebook-base
vkontakte-base

mail.ru-base

APPLICATIONS

CATEGORY
collaboration
collaboration
collaboration
networking
networking
networking
general-internet
general-internet
general-internet
general-internet
general-internet
general-internet
collaboration
media

media

media

media

media
networking
networking
networking
networking
collaboration
collaboration

collaboration

CATEGORY SUB
email

email

email
encrypted-tunnel
encrypted-tunnel
encrypted-tunnel
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
file-sharing
instant-messaging
photo-video
photo-video
photo-video
photo-video
photo-video
proxy

proxy

proxy
remote-access
social-networking
social-networking

social-networking

TECHNOLOGY
client-server
client-server
browser-based
browser-based
client-server
client-server
client-server
peer-to-peer
browser-based
client-server
client-server
client-server
client-server
browser-based
browser-based
browser-based
browser-based
browser-based
client-server
browser-based
network-protocol
client-server
browser-based
browser-based

browser-based

BYTES
48.37 GB
42.46 GB
177 GB
745.84 GB
1.68 GB
162 MB
18.69 GB
575 GB
35012 MB
96.31 MB
63.33 MB
6.97 MB
456 MB
4373 GB
34.94 GB
2093 GB
9.87 GB
163 GB
63.49 MB
33.04 MB
101KB
1471 GB
135.98 GB
231.05 MB
68.34 MB

SESSIONS
56945
42553
27590
7223713
10246
398

99
2086031
1584
2448
2403
2041

89
47932
16795
4434

1

3919
3232

2

435
578984
48256

5247




SAAS APPLICATIONS

MpunoxeHna SAAS

Cnyx6bl NpUNOXeHUI Ha OCHOBE SaaS NpoJoKatT nepeonpenensaTe NEPUMETP CETMW.
BonbWMHCTBO aTNX Cnyx6, YaCcTo HasbiBaeMbIx TeHeBbIMU VT BbIGUpaloTCAa HENOCPEACTBEHHO
OTAENbHBLIMM NONb30BaTENAMUN, PaboUMMK rpynnaMm UK gaxe uensiMm otaenamu. [Ins yMeHblIeHns
PUCKOB ANns 6€30MacHOCTM AaHHbIX TPEBYETCH KOHTPOMb Ha[ NCMONb3YEMbIMU B CETU NMPUNOXEHUAMU
SaaS.

OcHOBHbI€e BbIBOAbI
o File-Sharing umeet Hanbonbllee UNCNO YHUKaNbHbIX NPUNOXEeHUNn SaasS.

© B oTHOWweHWM nepemelleHns aaHHbIX viber-base— a1o camoe ncnonb3yemoe
npunoxexHve SaaS B Ballen opraHn3aumnn.

MNpunoxeHns SAAS no konuuecTtsy

MNpoBepbTe NPUNOXEHNS, UCNONb3yeMble B Ballen opraHnsaummn. [lna coxpaHeHuns
afMVHUCTPATUBHOIO KOHTPONA HEOOXOANMO BbIOpaTh NPUNOXeHUa SaaS, KoTopbiMu OyaeT
ynpaenate Baw NT-otaen.

Number of SAAS Applications

Company X 56 [
305 Industry average 61
total apps All organizations 50
56
SaaS apps
Percentage of all Applications
Company X 1723 %
Industry average 248 %
All organizations 237% Lo

HOwvana3oH npunoxeHun SAAS
OTtcnexunBaHne obbeMa NnepeMellaeMbiX AaHHbIX B MPUMOXEHNA SaaS 1 OT HUX.
lNoHMMaHne NPUPOoAbI MPUNOXEHUA N NX NCNONb3OBAHUS.

Number of SAAS Applications

Company X 860GB 1
Industry average 12760 GB [
All organizations m47GB

593 TB
total data flow _
8.6 TB
for SaaS apps Percentage of all Applications
Company X 015% N
Industry average 397 % [
All organizations 2% [

m pa\oé};dtogs



SAAS APPLICATIONS

Jlyuywme nopgkareropumn npunoxeHnn SAAS

Huxe nokazaHo UMCNo NPUNOXEHUI B KaXKAOW noakateropumn. 31o No3BONSET OLEHNBaTb Hanbonee
YacTo UCMOSb3yeMble NPUNOXEHUS B OpraHu3aumun. Jlyulime nogkateropumn npunoxeHnn Saas

no obLemMy uncny NnpunoxeHun Hmxe nokasaHbl Hanbonee YacTo UCNONb3yeMble MPUNOXKEHUS

MO NepeMeLleHmio AaHHbIX B YKa3aHHbIX BbILIE NOAKATErOPUSX.

Top SAAS application subcategories by total number of applications

file-sharing 12 I
office-programs 7 .
management 5
email 5 -

I Number of Applications in the subcategory B Number of Applications in the subcategory

" Industry Average ' Industry Average

12 I 7 I 7
File-Sharing 656.04 MB Office-Programs 1.81 GB

TOP FILE-SHARING APPS TOP OFFICE-PROGRAMS APPS
google-drive-web google-docs-base
I, 35012 MB I, .62 GB
wetransfer ms-teams

I 133.70 MB I 175.90 MB
ms-onedrive-base ms-office365-base

0 96.31 MB 1 1469 MB

wetransfer evernote-base

1 13370 MB 1 .76 MB

ms-onedrive-base ms-delve

I 96.31MB 1 117 MB

dropbox-base prezi-base

1 63.33MB 1 32.03 KB
google-cloud-storage-download yahoo-calendar

1 414 MB 1 2156 KB

sourceforge-base

1 402 MB

mega-base

I 382 MB

adobe-cloud
1 370.88 KB




SAAS APPLICATIONS

|| Industry Average

5*21

Management 102.52 MB
TOP MANAGEMENT APPS

github-base
I G217 MB

new-relic

I ©62 MB

trello-base
l 726 MB

bitbucket-base
1 3.46 MB

helpscout
1 10.33 KB

Nlyuwmne npunoxenmnsa SAAS

I Number of Applications in the subcategory

I Number of Applications in the subcategory

I Industry Average

7 I 7
Email 1.98 GB
TOP EMAIL APPS

gmail-base
I /7 GB

icloud-mail

N 132.25 MB

outlook-web-online
W 6751 MB

yahoo-mail-base
1 3.38 MB

mail.ru-mail
1 210 MB

Huxe nokasaHbl 10 nyywwmnx npunoxeHnn SaasS, nCnonb3yeMblx B Ballen OpraHnsaumm, 1 CpaBHeHne
NCNONb30BaHNA NPUNOXKEHUN C APYrMMU KOMOaHUAaMU B oTpacnu un knueHtamu Palo Alto Networks.

Top SAAS application by data movement

. 216 GB
Viber-Base 43.86 MB
Gmail-Base 51_'47131 gg

1.62 GB
Google-Docs-Base 182 GB

Google-Drive-Web 73;')553?3 mg
Windows-Azure-Base 205;-%; I\G/IE
Ms-Teams 173-88 ’\G/'E
Slack-Base 163{2% ’\é‘g

) - 156.99 MB
Teamviewer-Base 186.16 MB

133.70 MB
Wetransfer 443 GB

Icloud-Base 1.48 GB




[lepexon No cchinikam

HekoHTponpyembin NPOCMOTP CTPaHWUL B MHTEPHETE NoABepraeT Npeanpuatue JONONHUTENbHOMY
PUCKY. 3a4acCTylO CCbIfKM CMy>XXaT UCTOUHUKOM Yrpo3, MOTEPU AAHHbIX U HaPYLIEHUA HOPMaTUBHbIX
cTaHgapToB. Huxe npmeeneHbl Hanbonee yacTtble kateropun URL-agpecos, nocelaemblix
nonb3oBarensMmn B CeTu.

OcHoBHble BbiBOAbI

O6Hapy>xeHbl cneaytlowme kateropum URL-aapecos, npeactaBnsatowmx cCOb60m BbICOKMI
ypoBeHb pucka: gambling, malware a adult.

Yncno nocelleHn cTpaHnl nonb3oBaTensaMm 3a oTueTHbIn nepuoa: 15,211 (kateropun: 8).

lNonb3oBatenn OCyLWweCcTBNAT Pa3HOObpas3Hble OENCTBUA B UHTEPHETE, CBA3AHHbIE KakK C paboTou,
Tak 1 C NMMYHBIMW MHTEepecamun. B ToM uncne HabnogaeTca nocelleHne Beb-canTos,
npeacTaBNALWNX oNpeaeneHHbIN PUCK.

Kareropuu URL-agpecos, npeacraensiowmx cobom
- : I
BbICOKM/ YPOBEHb pUCKa malware 2?624

CeTtb npeacTtasnsaetr cobon OCHOBHYO cdhepy

AEATENBbHOCTUN 3M10YMbIWNEHHUKOB. [1pn 3TOM B Company X
noTeHUnanbHO ONacHble CTPaHUUbl NpeacTaBnsioT

cobomn HanbonbLLYyIO ONaCHOCTb. TpebyeTca BOSMOXHOCTb
onepaTnBHOWM ONOKNPOBKN HEXENATENMbHbIX U
BPEOOHOCHbIX CalTOB, @ TakxXe noaaepxxka 6bICTporo
NIyYEeHMa N Knaccudpunkaumm HENIBECTHbLIX CTPaHMLL.

Industry Average

KaTteropnn MHTEHCUBHO NoceLllaeMbIx Kateropun yacto ncnonb3yembix
URL-appecos URL-appecos
Hwxe npuBeneHbl NaTb HaMbonee yacTo nocellaemMblx Hwxe npuBeneHbl NaTHaALATb BEPXHUX
kateropun URL-agpecos, a Takxe CTaHOapTHble KaTeropum cnucka Hambonee
nokasatenu Ana aHanornyHbIX NPeanpuaTum B 4aHHON vacTto nocelaembix URL-agpecos.
oTpacnu.
. weapons I
gambling 4.367 p 96
33.394 abused-drugs 13 .
malware 3924 R command-and-control 3
676
adult 2.951 [N
523
questionable 2.830 N
1.421
hacking 1027 [l
23

Bl Company X Industry Average



FILE TRANSFER

AHanus nepepgauu channos

MNpunoxeHuns, ocywecTensiowmne nepegavy annos, BbINOMHAT BaXXHbIE KOMMEpPUYECKne pyHKLNN,
HO MpPW 3TOM CRyXXaT Nnasenkon ang Knbepyrpos 1 OTKPbIBAOT AOCTYN K KOHOMAEHUNANbHbIM
AaHHbIM. B pamkax Bawwen opraHnsaunm obHapyxeHo dannos (Bcero): 866 (Tunos channos: 58,
NCNONb3yeMbIX ANA 3Toro npunoxeru: 45) Cnegyiowee n3obpaxeHne oTpakaeT NPUNnoXeHus,
Hanbonee yacto ncnonb3yemble Ana nepenavm oannos, 1 COOTBETCTBYIOWME OCHOBHbIE TUMbI
nepenaBaeMbix annoB, a TakXe X COAEPXNMOE.

Applications File Types

MACOSX APP 354

PKG 13
APPLE-APPSTORE 1171
ZIP 2,552
BITDEFENDER 572
CSV 1,024

ITUNES-BASE 2,631 QUICKTIME MOV 1

| 180

MACH-O 1

ITUNES-MEDIASTORE 327 GZIP 572

VIBER-BASE 143 MP4 327
45 58

Application(s) —————— transferred ———> File Type(s)




KpaTtkas cBoaka no yrposam

[MOHMMaHMEe OCHOBHbIX BUAOB Yrp0O3, a TakXKe METOAOB MX YyCTpaHeHUs TpebyeT cneumanbHbIX
aHanUTUYECKMX CBEAEHUN O NOTEHLMANbHbIX ONACHOCTAX B PaMKax KOHKPETHOW OpraHuaaumm.

B naHHOM paszene npuBeaeHo onucaHne ysa3BMMOCTEN B MPUNOXEHNSAX, U3BECTHbLIX 1 HEU3BECTHbIX
BPEOOHOCHbIX MPOorpaMM, onepaunn Nno oTnpaske NCXOASALWMX KOMaHA U AeNCTBUN yAaneHHOoro
ynpaBneHuns, Habnaaembix B CETMU.

OcHoBHbIe BbiBOAbI

B pamkax opraHusaumm obHapyeHO NporpamM, NCnonbayloLmx yassumocTu cuctemsl: 6,056,057
(kaTteropum ysizsumocten:brute-force, info-leak a code-execution)

Bcero obHapyxeHo BpeaoHocHbIx nporpamm : O, npu cpegHem sHaueHnn Ans Apyrix aHanornuHbix opraHaaLnii
B otpacnu: 311.

Ob6HapyXeHO onepauuni No OTNPaBKe NCXOAALMX KOMaHA U 3anpocos yaaneHHoro ynpasnenus: 4,038.
Ciofla OTHOCATCS MOMbITKM Nepenaun NoTeHUnanbHO ONacHbIX AaHHbIX, 3arpy3Kn AONONHUTENbHbIX BPEOAOHOCHbIX
nporpamMm, nepeaayn MHCTPYKLUMUIA U NONYyYEeHNs KOHUAEHLNANbHBIX AaHHbIX.

6,056,057 4,038
Vulnerability Command and
Exploit(s) Control Detection(s)
brute-force [ 6,053,034 Known Connections 4,038
info-leak 1,463
code-execution [ 1171
Other 389
Company X Industry All
99% Average [EEES Organizations

dannbl, NOTEHUManNbHO CNOCOOHbIE NOKNAAaThb npeaersnbl CeTn

Transferring files is a required and common part lNepenava doannoe sBAAETCS HEOTbEMIEMON
cocTtaBngoLlen npeanpuatud. [Npn atom cnegyetr obecneunsarb BU3yanu3aunio nepegaBaemMoro
COAEPXMMOrO, C TEM UTOObI KOHTPONMMPOBATL COOTBETCTBYIOLME NPUMOXKEHUA N MUHUMU3NPOBATb
noTepu AaHHbIX.

via
101,972 19
file(s) potentially different

leaving the network application(s)



AHanuna Tunos doannos, NPeacTaBNsAoWMX BbICOKUIA YPOBEHb PUCKA,

a Tak)Xe HebesonacHbIx channos

B HacCtodAwee Bpemd KI/I6epHpeCTyFIHIAKIA NCNOMNb3YIOT B CBOUX LEeNAax Camble paSHOO6p83HbIe TUMbI
darnnoBs. 3a4acTylo UX Lenblo CTaHOBATCA doanbl CTaHAAPTHbIX KOPMOPATUBHBIX NPUMTOXEHWUN,

KOTOpble BCTpeuatoTcs Ha bonblwmnHcTBe npeanpuaTnin. OCHOBHbIM MCTOUHUKOM Yrpo3 Cry>xaT
MCNoNHAEMbIe doannbl, NCNONb3YyoLWNe AN NPOHUKHOBEHNS BNOMHE HEBMHHOE COAEPXNMOE.

OcHoBHbIe BbiBOAbI

B KauecTBe UCTOUHUKOB YrpO3 NCMOMb3YIOTCS CaMble Pa3HOObPa3HbIe TUMbl PANIOB, U 3TO CNedyeT YUnThiBaTb
npw onpeaeneHun ctpaternm 6opbObl C HAMU.

YMEHbLWUTL Nowadb NopaXeHns MOXHO, 3abNOKNPOBaB THMbl anoB, NpeacTaBnaoLme cobom MakCUManbHyo
ONAacHOCTL (3anpeT Ha CKkauMBaHMe NCNOMHAEMbIX dPannoB, OTKNOHEHME 3aMpPOCOB Ha ckaumBaHue channos RTF
n LNK, koTopble He aBNaloTCA HeObXx0AUMbIMK MO paboTe).

Tunbl dbannos, NpeacTaBNAOWNX BbICOKMA YPOBEHb PUCKa

MpuBeneHHble TUNbl PannoB 0CObEHHO OnacHbl Ans opraHM3aunm, NOCKONbLKy coyeTtatoT B cebe
ObGHapy>XeHNEe HOBbIX YA3BMMOCTEWN, CYLLECTBYIOLIMX Na3eek N BOSMOXHOCTb MOBTOPHOIO
MCNonb30OBaHMA B Xo4e aTak.

]
zp 19

, ]
Cabinet (CAB) g

[¢)
44.24% VPEG.Ts © N

of all file(s) 5
JPEG
are CcSsV g [ ]
Q DER Encoded X509 Cer 4 .
"

Hl Company X
Industry Average



THREATS

YA3BUMOCTU NPUITOXKEHUN

YA3BUMblE MeCTa NPUNOXEHU MNO3BONSIOT 3M10YMbILWMNEHHMKAM UCMOMNb30BaTh Nasenku B Lensx
3apaxKeHus 1 NoCcneayloLWero NCNonbL30BaHNs atakyeMblx cucteM. Ha aTon cTpaHuue npuBeaeHsi
NATb BEPXHUX MO3MUNUIA B CMINCKE MPUNOXEHWI, YI3BUMOCTAMMN KOTOPbIX 3MOYMbILLNEHHWKM
MbITanMCb BOCMOMb30BaTLCS B paMKax Ballei opraHusauumn. I3yums Cnmncok, Bbl BbISCHUTE,

Kakne NpunoXxeHus NpeacTaBnsaioT COH60N ysa3BUMbIE 30HbI.

OcHoBHbIe BbiBOAbI

¢ Bcero obHapyXeHO NpunoxeHui, npeactasnaowmx cobon yassumoctu: 10.

© Bcero obHapyxeHo Nporpamm, ncnonkaylolmx yassumoctu cuctemsl: 6,056,057
(ocHOBHble kaTeropuu: dns, ms-ds-smbv2 a web-browsing).

© Yucno yHukanbHbix yassumocTein: 43. 310 ozHauaer, Uto onpeaeneHHbIe NPorpamMm
MNCMONb30BanMCh HEOAHOKPATHO.

APPLICATIONS DELIVERING EXPLOITS TOTAL VULNERABILITY EXPLOITS UNIQUE VULNERABILITY EXPLOITS
(¢ I 6,056,057 I 43
I W 363797 I 26
I I 3551390 I /O

B0 Company X M Industry Average I All Organizations




[MTonbITKM ncnonb3oBaHUs y9|3BI/IMOCTeI;I Ha NpunoXxeHue

Detections
6,043,735

4

6,043,731

9,294

9,286

2,075

302

230

83

27

26

Exploit ID Severity Threat type CVEID

Dns

PowerDNS Authoritative Server Long HIGH brute-force CVE-2016-5426

gname Denial of Service Vulnerability

DNS ANY Queries Brute Force brute-force

DOS Attack

Ms-Ds-Smbv2

SMB: User Password Brute Force Attempt ~ HIGH brute-force

Microsoft Windows RPC code-execution CVE-2008-4250

Fragment Evasion Attempt

Web-Browsing

Bash Remote Code Execution Vulnerability CRITICAL code-execution CVE-2014-6271;CVE-
2014-7169;,CVE-2014-
6277,CVE-2014-627
8

Apache Struts2 Dynamic Method CRITICAL code-execution CVE-2016-3081,CVE-

Invocation Remote Code Execution 2017-126M

Vulnerability

Apache Struts Content-Type Remote CRITICAL code-execution CVE-2017-5638

Code Execution Vulnerability

Apache Struts Jakarta Multipart CRITICAL code-execution CVE-2017-5638

Parser Remote Code Execution

Vulnerability

Apache Struts 2 Remote Code CRITICAL code-execution CVE-2010-3749

Execution Vulnerability

Microsoft Windows HTTP.sys Remote CRITICAL code-execution CVE-2015-1635

Code Execution Vulnerability

Spring Data Commons Remote Code CRITICAL code-execution CVE-2013-5331

Execution Vulnerability

Spring Data Commons Remote CRITICAL code-execution

Code Execution Vulnerability

Linksys Devices Remote Code CRITICAL code-execution

Execution Vulnerability

Apache Chunk Encoding Parsing CRITICAL code-execution CVE-2002-0392

Buffer Overflow Vulnerability

Red Hat JBoss Application Server doFilter CRITICAL code-execution CVE-2017-12149

Insecure Deserialization Vulnerability



THREATS

AHanus komaHg u 3anpocoB yaaneHHOro ynpasneHus

KoMaHabl 1 3anpockl yganeHHoro ynpasneHuns (CnC) cnyxaT npu3HakoM TOro, UTo ceTb
nopaxeHa BpeaoHOCHbIM 10, KOTOpOe NbITaeTcs YCTaHOBUTbL COEANHEHNE C BHELLIHMMM Y3NaMu.
YeTkoe 0CO3HaHMe MeTOAO0B NPEAOTBPALLEHNSA TAaKOro poaa atak XU3HEHHO HEOOXOANMO,
NOCKOMbKY OHU MPEeacTaBnsioT Cpady HECKONbKO BUMAOB ONAaCHOCTU: MPOHUKHOBEHMNE
[AOMNOMHUTENBHbIX BPEAOHOCHbIX MPOrpamMM, M3BneyeHne aaHHbIX U BbINONMHEHNE KOMaHA U3BHE.

OcCHoOBHbI€ BbIBOABI

© Bcero obHapyXeHO MPUNOXEHNI1, UCMONb3yeMbIX AN OTMNPAaBKM KOMaH[ 1 3anpoCcoB yaaneHHoro aoctyna: 3.
©  OB6HapyXeHO BHELLHWX KOMaH/ 1 3anpocos yaaneHHoro ynpasnenus: 4,038.

© Bcero obHapyxeHo noaosputensHbix 3anpocos DNS: 3,992,

3,992 suspPicious DNS QUERIES
top 10

generic:sdk.appsflyer.tk
I, G504

generic:lucklayed.info

0 26

generic:tutkryto.su 4,038

g 19 CnC Request(s)
o were seen on your

%e?grlc:blgdata.adups.com network.

generic:odissey.kiev.ua

1 6

225125796

I 5 unknown-udp: 14

generic:26.nsmaking.com web-browsing: 32

1 5

generic:usd.photios-raj.com

1 5

generic:track.mialltrack2.com 3

1 3 Application(s)
were used for

generic:ggmail.com Command-and-Control

1 2 communication.

46 sPYWARE PHONE HOME
top 10

Suspicious User-Agent Strings
- j dns: 3,992
ZeroAccess.Gen Command and Control Traffic

I 1

Win32.Conficker.C p2p
[

CryptoMiner.Gen Malicious Script Detection

[




Csopgka Company X

AHann3 nonyJyeHHbIX CBEAEHWU NoKasan Hanmune B CETU WMPOKOro Anana3oHa NpUnoXeHum 1
Knbepartak. Takas akTMBHOCTb NpeacTaBnsaeT noTeHumanbHbli puck ang 6esonacHoctn Company X.
C npyrow CTOPOHbI, 3TO naeanbHas BO3SMOXHOCTb AN BHEAPEHMA NONNTUK 6e30nacHoro
MCMNONb30BaHNA MPUNOXEHUN N CHUXKEHNS YPOBHS NMOTEHUMAaNbHbIX Yyrpo3, 6€3 orpaHnyeHn ans
9KOHOMMNYECKOro poCTa OpraHn3aumm.

OcHOBHblIE NoKasaTenu

B ceTn obHapyXeHbl MPUNOXeHUs C BbICOKMM YpOBHeM pucka: file-sharing, photo-video
a email. TpebyeTca oONONHUTENBHOE N3yUEeHME STUX NPUMTOXEHUI B CBA3Y
C noTeHUnanbHbIMU PUCKaAMW ANA CUCTEMBI.

Bcero obHapyxxeHo npunoxeHun B cetn: 325 (Bcero kateropumt: 28), npu cpeaHem
3HaUEeHUN Ans Apyrux opraHmsaunm B otpacnu: 246 (Media &Entertainment).

Bcero obHapyxeHo yassumocTen: 6,056,057 (ocHOBHbIE KaTeropumn: dns, ms-ds-smbv?2
a web-browsing).

Bcero obHapyxeHO BpeaOHOCHbIX Nporpamm : O, npu cpeaHeM 3HaueHun
ANA OPYrMX aHanornuHblx opraHmsaumm B otpacnu: 311.

Bcero obHapyXeHO NPUNoXeHUn, MCNoNb3yeMblX AN OTNPaBKu KOMaHA
1 3aMpPOCOB yAaneHHoro gocryna: 3.

OcHoBHbIE BbIBOAbI

325 Vicnonb3yembie NpunoxeHus 6,056,057 3«cnnontsl
54 Npunoxerus, cessaHHble ¢ Boicoknmn puckamn 6,060,095 O6uiee konnuectso yrpos

56 MNpunoxeHns SAAS



SUMMARY

PekomeHpauunn

Heobxoanmo BHEOPATb NONMUTUKN ©6e30nacHOro Ncnonb30BaHMs I'IpVIJ'IO)KeHI/IVI, KOTOPbIE
nogpasymeBatoT MNpMMeHeHne YeTkKo onpeaeneHHbIX I'IpVII'IO)KeHVII;l, HeoOXoANMbIX ANg
ocyuleCtBneHna oedaTtefnnibHOCTU npeanpuaTmna. I'Ip|/| STOM BC€ OCTallbHbl€ MPUNOXEHNA
OOMXXHbI MPOXOoANTb CTpOI'I/II7I KOHTPOIb.

B ueHTpe BHUMaHMS AOMKHbI HAXOAUTLCS MPUNOXEHNUS C BbICOKMM YPOBHEM pUCKa
(MCTOUHMKM yaaneHHoro goctyna, obmeH dhannamu, 3awmdpPOBaHHbIE TOHHENN).

CnenyeT MCnonb30BaTb peWeHnd, KOTOPbIe CMOCOOHbI pacno3HaBaTb U NpenoTBpallaTb
NCTOUHNKWN YTPO3, UBBECTHbIE N HEN3BECTHbIE, a TaKXXe CBOANTb PUCKU K MUHNMYMY.

OntuManbHbIM ByaeT pelleHne, KOTOpoe aBTOMaTUYECKN CNOCOOHO NepenporpaMmMmnMpoBaThCs
1 co3faBaTb HOBble METOAbI 3alNTbl B COOTBETCTBUM C YrpO3amMu, BOSHMKaIOWNMN B pe3ynbTaTte
AENCTBUI KOPNOPAaTMBHbIX NOMNb30OBaTenen.

allo
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