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Welcome to PROXY Pro RAS!

Orientation & Usage Guide for New Administrative Users

Proxy Networks greatly appreciates your interest in using PROXY Pro RAS Edition, our flagship remote desktop product. We
strive to ensure everyone has a thorough, positive and successful experience. This guide is intended to provide an orientation to
the common interfaces in the interest of leaving readers confident and capable of extracting the most out of the software. The
Proxy Networks Support Team would like your experience with Proxy to be smooth and they are available to help ensure
everything goes well by phone at 617 453 2700 or by emailing our support desk at support@proxynetworks.com.

Standard PROXY Pro Usage Topics Covered Within

Part 1) Introducing PROXY Pro RAS
— Components, Licensing, Account Types

Part 2) Logging into the PROXY Pro RAS Environment
— From a browser or from the installed Master viewer

Part 3) Tour of the PROXY Pro Web Console Tabs
—Summary and Takeaways for each of the 7 Tabs

Part 4) Sharing a Device
— How to share a device on any platform

Part 5) Connecting to a Device
— How to connect to a device from any platform

Part 6) Introducing the Connection Windows: PROXY Pro Master (PC and Mac), ClickOnce and HTML5
— Tour of the installed PROXY Pro Master and explanation of buttons
— Tour of the HTML5 Master and explanation of buttons
— Tour of the Mac Master and explanation of buttons

Part 7) Connecting to and testing with the installed PROXY Pro Host
— Installing configuring and testing

Part 8) Connecting to and testing with the installed PROXY Pro Host for Mac
— Installing configuring and testing

Advanced PROXY Pro Topics and Additional Resources

Below is a partial list of supplementary documentation, quick start guides, product manuals and other helpful resources that
usually become relevant. These and other resources can be found at https://www.proxynetworks.com/documentation

o PROXY Pro Datasheet e PROXY Pro Azure AD Integration
e PROXY Pro SLA e PROXY Pro Host Manuals
e PROXY Pro InfoSec Policy e PROXY Pro Host Settings Guidelines

PROXY Pro Deployment Tool Quick Start Guide
PROXY Pro Host Settings Management Tips
PROXY Pro Host Stealth Mode Guidelines
PROXY Pro Host for Mobile: MDM Guidelines

e o o o
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PROXY Pro RAS is a fast, reliable and secure remote desktop software platform from Proxy Networks. There are two sets of
components — the PROXY Pro Web Components and the optional complimentary Installed Components. The software can be
used with the Host on Demand only (invoked by the button on the Proxy Web Console landing page) and connecting to
them can be done fully from the Proxy Web Console. But, we encourage exploring the PROXY Pro Host, the installed client as
well as our PROXY Pro Master, our installed viewer. The Installed Components compliment the Web Components and they are
available for download from any Proxy Networks software zip file here: https://products.proxynetworks.com/downloads/

ClickOnce Master (Windows): The primary connection window  PROXY Pro Master (Windows): The traditional viewer Proxy

utilizes Microsoft’s ClickOnce technology to deliver the has had since the beginning is also available and supported

installation-free fully featured connection window. for use with in addition to the web console.

Mac Master (Mac): The primary connection window for Mac PROXY Pro Host (Windows or Mac): The installed Host runs

downloads and runs, closely equivalent to the Master for PC. in the background and allows for attended or unattended
sessions.

HTML5 Master (Any platform): The secondary connection

window that launches within a browser tab, works on any PROXY Pro Deployment Tool: Create a settings template for

platform. the Host; generate transform.mst to deploy with.

PROXY Pro Host on Demand (Any platform): The temporary The manuals for each component are available at

Host, invoked by the SHARE button on the landing page, https://www.proxynetworks.com/documentation.

intended for attended sessions.

The ClickOnce technology was developed by Microsoft a few years ago and was chosen as the delivery mechanism for the
connection window and the Host on Demand components. It was chosen because our software components could be run in an
installation-free mode that, best of all, did not require admin rights. The ClickOnce browser plugin is included in IE, was included
in Edge and is now an optional component for both the Edge and Chrome browsers. For the fully-featured experience with
Proxy, we recommend using the ClickOnce plugin by clicking the “More Tools” button on the Proxy Web Console landing page.

When a connection to a Host is launched, and the ClickOnce plugin is not detected, instead of failing to connect Proxy will launch
the connection to the desired Host within a browser tab using the HTML5 Master. The HTML5 Master will also be the
connection mode you’ll be in by default on any non-Windows device like Chromebooks, iPads and Androids.

Licensing is determined by the amount of concurrent users and there are two types of users — Administrative account users and
Master account users. Each customer has a single Administrative account license, typically associated with the director of IT, an
support manager or similar, and then some greater number of Master account licenses to accommodate each of the members
of the support and/or helpdesk team. Master account users may login to see, support and connect to Host computers to view,
remote control, transfer files, chat, copy/paste clipboard content and related remote desktop capabilities. However, they
cannot create Host groups, move Hosts in and out of groups, set security around them, change settings to do with the software
as these are functions and capabilities left up to Administrative account users. With these licensing model notes in mind, you’ll
notice that the tour of the Web Console has a slightly different view based on the account type you’re logged in as.
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PROXY Pro RAS Edition customers hosting it on-premise can confirm the address with their IT department, and if we're hosting
RAS for you we’ll be sure to provide that address during ramp-up time.

What we are providing is a web-based remote desktop console intended to be used for on-the-fly support sessions with the Host
on Demand, and can also be tested with the installed PROXY Pro Host client and the installed PROXY Pro Master viewer. Some
customers prefer the look and feel of a modern web-based Ul and some prefer an installed viewer that doesn’t involve the web
browser. The latest software zip file can be downloaded from https://products.proxynetworks.com/downloads/

& PROXY Pro Web Console x + When you arrive at your PROXY Pro environment, it’ll be within your
c 6 = e e e browser at a web address provided to you by Proxy Networks. On the
wiad b A Al landing page, there are four points of interest:
(1) BT . The button will download and launch the Host on Demand
y client, allowing the device to be connected to and remote controlled.
The button will prompt you for credentials — please use the
PROXY username and password provided to you by Proxy Networks in order
W@fM/G r f{s to connect to shared devices (section 2).
Y !
The box will launch a connection to a Host

associated with that PIN (assuming successful authentication). The
Host on Demand, when launched, presents a 6-digit code to the user
and inputting it launches a connection to that Host.

The hyperlink offers the ClickOnce plugin,
recommended for the fully functional connection window. Also offers
the optional component Remote Printing, available for download.
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The More Tools link will launch a Browser Information More Tools and Browser Information x
dialog box, shown on the right. It will tell you if the
browser supports ClickOnce. %l PROXY PRO WEB CONSOLE
X . Name Value
If the ClickOnce cache becomes corrupt, we provide a F— Google Chrome
ut|||ty tO f|X that If the HOSt on Demand faI|S W|th a Browser Version 105.0.0.0
Iaunch error' th|s ut|||ty f|XeS most errors. Operating System Windows 10 or Windows Server 2016 (or later)
Platform Desktop/Server
. o e . . Mogzilla/5.0 (Wind 0.0; Win64; x64) AppleWebKit/537.36 ( , ik ko)
Optionally, use the Remote Printing driver to redirect user agent s e K APPSR (AL e ke
print jobs from one side to the other. Client Address 50.232.61.218 (extemal)
ClickOnce Deployment Supported
H “ H Host on Demand and Master on Demand applications are delivered to the client via ClickOnce Deployment. If deployment isn't working, use
But most importantly, use the “Click here for more
i K ’ i X this utility to dear the local ClickOnce cache
information” button to get the ClickOnce plugin, Cleer ClckOnce Cache
CIrCIed r|ght It Offers the fu”y featured ConneCtlon Remote Printing_ Support install package download (optional, requires Administrator rights).
WindOW on PC and iS recom mended for the best mOSt Google Chrome and Microsoft Edge (v77 and later) reguire an add-on to enable ClickOnce deploymegt. Click here for more information.
)
complete experience. [ ok |

Part 3) Tour of the PROXY Pro Web Console Tabs

Upon successfully logging into the Proxy Web Console, note the blue navigation banner at the top. Administrative account
users will see all 7 tabs and can view interact with each of them. The last four tabs are for administation — adjusting security,
viewing current activity, running connection reports and changing software settings, shown below:

n HOSTS AT-A-GLANCE RECORDINGS ACCOUNTS

Master account users will be able to see and interact with the first three tabs, shown below. They will be able to find, connect
to and take remote control of any of the Hosts within the Managed Hosts groups as designated by an Administrative user. They
are permitted to view the At-a-Glance tab for an alternate view of the Hosts, and the Recordings tab allows for playback of past
screen recordings taken of Hosts and can export to .WMV as desired.

n HOSTS AT-A-GLANCE RECORDINGS

Each customer has at least one Administrtative account license and then some greater number of Master accounts to
accommodate members of the helpdesk or IT teams. With this baseline information stated, let’s proceed with the tour.

The following several pages dive into each of the available tabs, what they are for and what information is generally useful to
know about each. The quick takeaways for each of the Proxy Web Console tabs are:

- Hosts Tab: Primary dashboard to find Hosts and connect to them, and view status.
- At-A-Glance Tab: Provides additional information about Hosts.
- Recordings Tab: Search for recordings, play them back, optionally export to .WMV.

The last four tabs are for Administrative users only:

- Accounts Tab: Define which users can login and what groups of Host computers they are permitted to connect to.

- Activity Tab: A snapshot in time showing connections in progress, recordings in progress and license utilization.

- Analytics Tab: Generate reports showing who connected to what and when.

- Gateway Tah: Administrative users can set back end settings like auto-timeouts, grouping rules and other preferences.

4
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Part 3.1) PROXY Pro Web Console: Hosts Tab

(1) The top-most navigation bar displayed below shows all 7 tabs available to an Administrative account user.

2 Welcome to PROXY Pra! Gateway: PROXYDesktop =H ”
PROXY (2) . o (2) The global “Find Host” box can
o Networks find Host Since: 9/12/2022 8:55:08 AM be used to locate and then
( 1 ) Suggestion list appears for up to 50 matches only License Mode:  Concurrent Users (with HOD) connect to a HOSt |f you knOW

——— mee 0@ae0 some of the characters in the
s (4) O vyvoss oty Hoss (3) Host’s Station Name value,
usually the computer name
+ Managed Hosts ST HAE (comses) G search T and/or username - useful to find
Deparmentt acton v G and connect to Hosts quickly.
Department 2 (5)
*» Department 3 (@ HoSTwAME CONNECTION PIN STATUS ADDRESS h
: ﬁZEZEEZ:I‘; G s M:@gd® o1 ok T — (3) The secondary controls on the
Host for VDI | v promvdeskiop 667810 0K - navigation bar are, from left to

Connection  » Connect via ClickOnce

Host on Demand () 755732 OK
Mobile Hosts.
» RDS Servers
Staging Area

» System

Unmanaged Hosts

right: Check Browser
Compatibility (which offers the
ClickOnce browser plugin for the
full experience), Settings, Online
Documentation, Print, Export to
CSV or Excel, and Logout.

(4) Each of the groups of Hosts are presented in Managed Host Groups. Click a group and the Hosts in that group will be

displayed. Administrative users can create groups by right-clicking Managed Hosts to match business units, geographical
location or in any custom structure as desired. Administrative users set which Host Groups are available to Master users.

Recording > Connect In Browser
283976 OK

Management » Connect via Installed Master @

Details Connect via ClickOnce far View Only No Reverse
*) 891201

Connection

Host Settings Connect In Browser for View Only

Security Connect via Installed Master for View Only @ 141279 0K

View Connection Urls (®) 970080 OK

(5) The center-most pane displays each of the Host computers in the group selected from (4).
- The HOST NAME column shows each Host by computer name or usename — click to connect.
- The CONNECTION column indicates state information. The most important takeaways would be that Gray means the
Host is offline, Green means it’s online & ready and solid green means there’s a connection to it in progress.
- The PIN column displays the 6-digit code associated with the Host; input this value into the Connect by PIN box on your
Proxy Web Console landing page to be connected directly to that Host.
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- The column will indicate the IP address of the Host.
- The column, not shown, indicates the Host’s software version number.
- The column, not shown, provides a timestamp showing the last time and date there was a connection.

will have several options as shown. The default mode is Connect via Clickonce, and Connect in Browser
launches it wihin a browser tab (HTML5) and the third connects to the Host with the installed Master, if one is present. This
alleviates the need to download the ClickOnce component. A tour of each of the connection windows is found later in this
document. Though the Master isn’t necessary to be installed, it is a failsafe option that delivers the complete fully featured
experience and is recommended if using the ClickOnce Master, which requires the browser plugin, is not an option. The
second set of connection links are the same as the first three but in View Only mode.

The link presents a convenient set of hyperlinks for each of the 6 menu items. Each URL remains
static — save them for later or even as bookmarks to commonly accessed Hosts — a quick way to access a Host. This of course
requires successful authentication, one must provide an account valid & listed on the “Accounts” tab.

Similar to the Hosts tab, the At-A-Glance tab presents Host information at the top, such as the availability status, address,
platform (operating system), Host software version and the last time the server heard from the Host.

AT-A-GLANCE RECORDINGS ACCOUNTS ACTIVITY ANALYTICS GATEWAY o a0 Use the Group drop_down to select a

container to view the Hosts within it.
ACTIVE HOSTS

GROUP NAME:  Department 1 v FILTER BY RECENT:  Connections for Services v . .. .
Each Host is avaijlable for connevity as a
blue clickable hyperlink.
HOST NAME ADDRESS CONNECTION PIN PLATFORM VERSION LAST TIMESTAMP
N Win2016(x64) )
ProxyDemoHost2022 e | o 0 « . 755752 V1607 10.4.4162 9/9/2022 4:25:19 PM . . . .
i Administrative account users may view a
S e e T ey e e list of Active Accounts presently using a
View all members (2) of Department 1 group . . .
license, IP address, connection start time
ACTIVE ACCOUNTS and for what services (Web Console
o Master, ClickOnce Connection Window).
ACCOUNT NAME ACCOUNT TYPE ACCOUNT ADDRESS START TIME CONNECTION MODE LICENSES
kg or Administrative [y 9/10/2022 9:51:51 AM ] !j 1~ IS 2= e

Administrative account users may view a
list of Active Connections to Hosts,

ACTIVE CONNECTIONS associated user’s account type, IP, name
of the Host and the connection start time.

ACCOUNT NAME ACCOUNT TYPE ACCOUNT MACHINE HOST NAME SINCE

) Administrative ) T rgallager ¢TI 9/10/2022 9:51:56 AM
e commerfore Administrative users may click the
“hamburger” icon to disconnect a user.
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GATEWAY SERVER AT-A-GLANCE (6)

GATEWAY SERVER: PROXYDESKTOP
LICENSE MODE: CONCURRENT USERS (WITH HOD)
REMAINING.

GATEWAY SERVER PARAMETER

Administrative users (in use / maximum allowed)
Master users (in use / maximum allowed)

Personal users {in use / maximum allowed}

Limited Admin users (in use)

Non-Transient workstations (in use / maximum allowed)
Host for RDS (in use / maximum allowed)

Host on Demand (session in use / pinned in use / mobile in use / maximum allowed)
Host for Transient VDI (in use / maximum allowed)
Number of active reverse connections

Number of active masters

Number of active master connection services

Number of active hosts

Number of active host connection services

Number of active recordings

Number of gateway data service connections

VALUE

2/10

1/10

0/10

1]

12 / unlimited

1/ unlimited

(6) Upon scrolling to the bottom of the page, Administrative
account users will see a detailed breakdown about various
metrics, all of which is a live snapshot in time.

Of that list, these may be considered most helpful:
- Current number of logged in Admins

- Current number of logged in Masters

- Current number of Hosts reporting in

0/0/0/ unlimited

0 / unlimited
8
1

4

- Current number of Active Connnections
- Current number of Active Recordings

This is a useful place to find a snapshot-in-time of what
remote desktop activity is presently happening.

Part 3.3) PROXY Pro Web Console: Recordings Tab

The Recorings tab is for retrieving past recordings and playing them back. Additionally, use the filter button to search for them
based on the user who initiated them, the Host associated with the recorings, with a custom date range and more.

F < HOSTS AT-A-GLANCE RECORDINGS ACCOUNTS

MANAGE HOST RECORDINGS

ANALYTICS

(1) Input a Host name to
retrieve recent recordings.

HOST NAME (Contains): |

O, search r (1) (2) View a list of recent

Action ¥
STARTED BY HOST NAME
4 ECZAMAZ-ISF41KN (2)
B —————

ECZAMAZ-B2VKF84\Administrator ProxyDemoHost2022, 1 Play via ClickOnce

ProxyDemoHost2022

© 2012-2022 Proxy Networks, Inc.

Play In Browser
Play via Installed Master
Delete
Details

\ Administrator

Administrator

(3)

recordings associated with
the Host machine.

HOST USER START TIME DURATION  SIZE

(3) Right-click to choose how to
play it back, along with
Delete and View Details.

9/6/2022 9:39:14 AM

9/4/2022 3:10:49 PM 1490 KB
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Similar to right—cl icking a Host -> Connection to see & ProxyDemoHost2022 @ 9/6/2022 9:38:14 AM via PROXYDesktop - PROXY Pro Master Playback - O X

the three connection options (ClickOnce, HTMLS, >D s iR ,;@D mEEEOQ
Master), the recordings playback system offers : - m—

these same three choices.

Additionally, delete the recording or view
recording properties like timestamp, session ID,
issued by and other details.

The ClickOnce recording playback window, shown,
has a toolbar with a row of controls starting with
Play, Pause, Play Slow (.5x), Play Normal Speed,
Play at 2X, Play at 4X.

Use the cursor to reposition the playback bar to
choose a particular point in time to view.

Sizing controls are presented that include Full
Screen, Fit 1:1, Fit to Window, Minimize and Pause,
Select Host Monitor, Next Monitor — all of which a
can make playback more optimally fit your screen. 95 fepor

= P O

Last, note buttons for Copy Screenshot, Export to
WMV and Disconnect.

A similar pIayback window appears when p|ay via ProxyDemoHost2022 @ 9/6/2022 9:39:14 AM via gws.proxydesktop.com - PROXY Pro HTML5 Master Playback
Browser is launched, with a slightly reduced X B 9 B> || B J| b | o-00:20 - 0-00:20 @ 0 &
capabilities (vs the Installed Master or ClickOnce as
its playing back here within a browser tab.

The “Accounts” tab is where an Administrative account user will configure which user accounts are permitted login, what role
they are (Administrative, Master, Personal), and in the case of Masters, what groups of Hosts should they have access to. It's
normal and encouraged to populate this list with each of the members of the support team or service desk that will need to use
Proxy to connect to and support Host devices as part of the first-time setup process.
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2 wosts | ataciwce | recoromcs  [ENSCCUTNCHN  ACTVIY | ANALTICS | GATEWAY ol (1) This button is used to import a new
GATEWAYACCOUNTS | GATEWAYSECURITY  GATEWAYIDENTITES  IDENTITY PERMISSIONS account/group to Proxy. In other words,
use this to tell Proxy who can login and
HANAGE GRTEWRY ACCOUINTS what groups of Hosts they are permitted
ACCOUNT NAME (Corains} Q search M to connect to.
(1) o
accounT nae ACCOUNT AUTHORITY ACCOUNTTYPE  ASSIGNED GROUP/HOST acrions (2) These are the users/groups presently
& e dmntrave 2 (3) valid to Proxy, along with what account
8  cemesmhsmh e personl o HONE P e type they are and, what groups they are
[ — e e i assigned to.

(3) The Actions column presents two options — either use the pen button to edit or the trash can to delete.

Create/Edit Web Console Account - 1 of 3) Importing - New User o Group
OBIECTTYPE: () User () Group 1) From the Location drop-down, select your domain or an Azure AD.
LOCATION: EC2AMAZ-B2VKFB4 v

proxydema Q, Chack Names 2) Mind the ObJECt Type — select either User or Group.

ACCOUNT NAME:
(Enter account name, partial or complete and dlick Check Names or Next)

3) Input the username or group name; partial names are accepted.

® Cancel + Previous = Next
Create/Edit Web Console Account X 2 of 3) Define the Account Type
4) Administrative account users have full administration rights over

Account Name: EC2AMAZ-B2VKF84\proxydemo & :

Account Authority: EC2AMAZ-B2VKF84 the software instance.

Account Type: Administrative || Master | Personal 5) Master account users are the daily use account type for members

of a support team.
6) Personal accounts are a one-to-one mapping of a userlD to one
@ Cancel + Previous < Next HOSt
di b I H H
CreatelEditeD Console Account *| 3 of 3) If Master, Define Which Groups They See
Accountfame:  ECZAMAZ B2VKFS4\proxydemo & Administrative users have rights to all Hosts, and any one Personal
Account Authority: EC2AMAZ-B2VKF84
AccountType:  Master account user is tied to exactly one Host, and Master users can be given
Grant the Master account access to the Host(s) in 4 M: d Host:
the selected Graup(s). ' ED’::W:; l access to one or many Managed Host Groups.
If no groups are selected, this account will not have Department 2
security permissions set for it, but members of the 4 Denartment 3 . )
coun o v s b on e scoun Lo 7) Permit them to connect to each Host group by checking the top-
aroup memberhips and permssions
Engineering 1 1
If 3 previous se\.ected group is unselected, the Marketing mOSt box’ or aSSIgn granUIar access rlghts'
::rcnu:‘\/t:d?erm\ss\ons for this account will be Sales
S 8) Click next and Save for the import to take effect.
*
© cancel <+ Previous m . .
The user or group will now be able to successfully login to Proxy.

Part 3.5) PROXY Pro Web Console: Activity Tab

The Activity Tab is the best place to see a live dashboard of any and all in-progress remote desktop activity. Although there are
several sub-tabs, the Account Activity sub-tab (shown) is typically most useful.

The Connections sub-tab will indicate connections to Hosts that are in progress, a list of any screen recordings currently in
progress can be found on the Host Activity sub-tab and a list of machines reporting in from outside the server’s network will be

listed on the Reverse Connections sub-tab. The Host Status Updates sub-tab will list any machine as it reports in to indicate a
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status change such as when the Host service first starts, the service stops, a user logs in or out — anything that would be relevant
to the server so that it marks as accurately as possible with the most up-to-date state info. A blank list is ideal with machines
popping in and out — machines will appear and disappear from this page as updates are received and processed.

The Activity tab is most useful for a shift supervisor or a manager looking to keep an eye on remote desktop activity throughout
the course of any given day. We hope you are able to extract useful live information about daily remote desktop activities here.

2 HOSTS AT-A-GLANCE RECORDINGS ACCOUNTS ACTIVITY ANALYTICS GATEWAY

ACCOUNT ACTIVITY CONMECTIONS HOST ACTIVITY RECORDING ACTIVITY REVERSE CONNECTIONS

ACTIVE ACCOUNTS

Administrative users (in use / maximum allowed): 2/ 10

Master users (in use / maximum allowed): 1/10

Personal users (in use / maximum allowed): 0/ 10

Non-Transient workstations (in use / maximum allowed): 12 / unlimited

Host for RDS (in use / maximum allowed): 1/ unlimited

Host on Demand (session / pinned / mobile / maximum allowed): 0/ 0/ 0/ unlimited

Host for Transient VDI (in use / maximum allowed): 0/ unlimited
ACCOUNT NAME ACCOUNT TYPE ACCOUNT ADDRESS START TIME
CumRrE TR Radministrator Administrative SEES2 9/10/2022 5:36:17 PM
EImn T T proxydemo Master Ll ©/10/2022 4:35:18 PM
Domrrmomr e Administrator Administrative NSNS 9/10/2022 9:51:51 AM

CONNECTION MODE

e
> ELISTR
L TS L

LICENSES

0

goeard

HOST STATUS UPDATES

Active Accounts will
provide a breakdown as to
how many licenses are in
use and of what type, along
with how many Hosts are
reporting in and how many
of each type.

The name of each active
account, the account type
and the IP address
associated with the logon.

The start time of each in-
progress connection will be
listed.

The series of icons in the Connection Mode section indicate which component(s) are active & in use by each account. From
left to right, these represent the use of the Web Console, Administrative Utility, the installed Master, the Recording Playback

window and if Remote Control is active.

The licenses column offers a hamburger which then offers a Disconnect button, ideal when the need arises to kick off an
inactive user to free up a license for another user. The ... button brings up a properties dialog that provides more

information about the user.

The best place to retrieve historical connection information is from the Analytics tab -> Services Audit sub-tab. Pulling reports to
get information about connections in the past can be achieved by first clicking the (1) filter button, then unchecking all services
except Remote Control, selecting the Start Time to give it a large enough window and click Search to be provided with a list of all

connections made.

10
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v HOSTS AT-A-GLANCE RECORDINGS ACCOUNTS ACTIVITY ANALYTICS m (1) Fir‘St, click the Filter button,

CONMECTIONS AUDIT SERVICES AUDIT RECORDINGS AUDIT LICENSES AUDIT req u ! red to expa nd the
search fields shown here.

o

SERVICES AUDIT

HOST NAVE (Contan): Qsearch N (2) Use this Search button to
PROTOCOL: Ol [ UDP/IP | TCPIP [ SSL submit the query — double
PORT (port Number): check the search criteria
ACCOUNT NAME (Contains): before to ensure accurate
ACCOUNT AUTHORITY (Contains): results.

ACCOUNT ADDRESS (Contains):
z::::::::;s ogj-‘zl‘lzuzzit:‘;;k;;:m ﬁa (; 9/10/2022 7:00 M [5] (© (3) Enter the time window in
SERVICES: Remote Control | Clipboard | File Transfer which to search, make sure
fReuji::I‘))te Printing | | Remote Management | | Chat to g0 back far enough.
o

ACCOUNT NAME ACCOUNT AUTHORITY HOST NAME SERVICE START TIME END TIME (4) Check the "Remote

r:* :I.h,\dmimstratur T rgallager on RYANWINIO Remote Control 9/10/2022 9:51:56 AM Control” services box and

every connection made will

e\ Administrator oo G rgallager on RYANWIN10 Remote Control 9/9/2022 9:18:41 PM 9/9/2022 10:49:13 PM show up in the search

0 . results.

(5) Search results will be displayed at the bottom. The name of the user account, the authority(domain) and the name of the
Host computer that was connected to. In this case I've selected only Remote Control as the desired service, and we can see
two connections within the time frame specified — one yesterday and one today that has not yet ended.

(6) Finally, note the Print and Export buttons found atop the web console in the navigation bar. Send the search results to your

printer immediately, or save the search results to a more digestible format such as .CSV file or .XLSX file for review outside
of the Proxy Web Console.

Part 3.7) PROXY Pro Web Console: Gateway Tab (1 of 2)

The Gateway Tab is the control center for all general software settings. This document will not cover every setting like the
product manual does, but instead will bring to light the most interesting ones that customers tend to find are most useful.
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¥ HOSTS AT-A-GLANCE RECORDINGS ACCOUNTS ACTIVITY ANALYTICS GATEWAY 50 & (l) The ”Jump TO" pU”dOWﬂ

GATEWAY SETTINGS NETWORK LICENSES POLLING RANGES SYSTEM INFORMATION allows for qUiCk navigation
to each settings section.

GATEWAY SETTINGS

) v}

e Each settings section has its
- e section label located here.

4 General v =

PROXY Pro Gateway Server version 10.5.4387 hotfix#1 (07-26-2022) . .
conton e - Click the Pen button to edit.
Automatically manage newly discovered workstation Hosts Yes
Default Group for newly managed workstation Hosts Staging Area (in Managed Hosts) N eWIy d | scove red (lnsta I I ed)
Show Host console users by username only (without domain names) Yes
Automatically update status of "Managed Hosts" older than (minutes) 30 HOStS can be Sent to a
Automatically delete Hosts with last connect time older than (days) 120 speCIfIC CUStom group‘
Automatically stop Host on Demand with last use time older than (hours) 0
Delete empty Active Directory groups Yes Th . ff . I I
Concurrent user mode warn users after (minutes) 100 IS1S € X eCtlve y ac eanuP
‘Comcurre‘mt user mode suspend users (release license) after additional 00 mECha nism that Can remove
B Hosts that the server hasn’t
Concurrent user mode log users out after additional (minutes) 500 .
Concurrent user mode input control timeout {minutes) 100 hea rd from n X days'

This setting applies to cases where users inadvertently leave the temporary Host on Demand client running on their
computer after the session has ended. If users forget to close it, Proxy can close it for them after a specifiable timeout.

Because the license model is centered around concurrent usage, it’s possible that users might not log out of Proxy and their
license does not get freed up for another colleague. An Administrative user can visit the Accounts tab and disconnect an idle
Master user manually, but the mechanisms here can do this automatically. The values shown are illustrative and are not the
defaults — they can and should be modified to match usage patterns as appropriate.

4 Web G I s .
> Fonsale s By default, 10 Hosts show per page and can be configured to
T E—— o show up to several hundred Hosts per page.
Display Custom Style No
. . , .
Hide disabled navigation tabs oo Interested in rebranding? Here’s the toggle switch — also refer
Ther TS to our rebrandlr?g instructions not.ed at the end of this
e 21 = document (applicable to on-premise RAS only).
L I (D G (9 e At the top of the web console by the global search box, consider
Log information to text file Yes adding a custom welcome message or message of the day.
Only log failures No
Audit log file name AAuditiogs The Audit log directory will roll over after 190 days (6 months).
Maximum log file age (days) 180
Log file rallover frequency Once weekly The Audit log will create a new file daily or weekly.
Audit Transform Interval 1

Automatic Recording: For those interested in taking screen recordings, one can simply right-click a Host and choose the
Record option. This generally works well for infrequent use, though some organizations rely on screen recording heavily to
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the point where company policies require that all remote desktop sessions be screen recorded for compliance purposes.

Auto Recording

Enable Automatic Recordilﬂ (1 )

— Note

If Automatic Recording is enabled, the Gateway will automatically record Hosts only under the following conditions:
Host is a member of one of the groups selected below
AND

Identity of user making remote control connection to Host is in the list of users or groups configured below.

r— Select Identity

{ Click group name to toggle selection of ane or more groups:

Y oo (L)

Clear group selection (3
+
| ACCOUNT NAME
-]

Department 1
“ Department 3
4 Site A
Engineering
Marketing
Sales
“ Site B

ACTIONS

EC2AMAZ-B2VKF84\proxydemo (4)

Caution

’:ecording file sizes are determined in part by settings in the Recording section. Review those settings when turning on Automatic Recording.

@ Cancel

(2) After having enabled the
automatic recording toggle
mentioned in (1), use the
checkboxes corresponding to
a group that should be screen
recorded when a connection is
made to them.

(3)Additionally, should only a
certain user/group have their
sessions recorded, use the +
button to select an account.

(4) Click the trash can to delete
the account associated with
the auto recording policy.

(1) In the Grouping section, create automatic Host grouping policies based on AD container, IP, Tag or security group. This is
especially useful to be aware of when preparing to implement Proxy when there are hundreds or thousands of Hosts.

Grouping

r— Automatically group Hosts according to the following rules:

=+ Org. Unit rL(1 )E+ IPv4 address rule... | + Ext. tag ru\e‘..J(z)ec. Groups rule...

RULE TYPE

| Extension tag
| IPv4 Address

DISPLAY: | All

CONDITION GROUP

Department 2 (in Managed Hosts) I (3)
Department 1 (in Managed Hosts) I (4)

BostonDept2,BostonDept2

192.168.1.1(255)

ACTION
7 o
7

«EAft\on when no rules match: j»(s)

Additive: Host added to groups in matching rules; no group memberships removed

unchanged
Exclusive: Host added to groups in matching rules; removed from all other groups

Exclusive If Matched: if Host matches any rules, acts as Excusive; otherwise group memberships unchanged

o Named Groups: Host added to groups in matching rules and removed from groups named in non-matching rules; other group memberships

If the Host would not belong to any groups after evaluating Host Grouping rules,
the Host will be put into the default group set on the General page:

Staging Area (in Managed Hosts)

@ Cancel

v 0K

(1) Use this to create grouping
rules based on what (IPv4)
addresses Hosts report in on.

(2) Hosts can be deployed with (or
later configured with) an
Extension Tag. Use this to
create tag rules.

(3) This is an example extension
tag rule that sends a Host into
a group by tag.

(4) This is an example IPv4 rule
that sends any Hosts from the
shown range (.1-.255) to group
“Department 1”.

Although there are plenty of other settings to explore, we hope to have pointed out the most useful and interesting ones.

Part 4) Sharing a Device via Host on Demand
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The Host on Demand is a temporary remote desktop client designed for attended support
I? scenarios. It's invoked by the user by clicking the orange button on the Proxy Web Console

landing page. It works on both PC and Mac for full remote control and works for remote view
(view only) on mobile platforms like iOS, Android and Chromebook.

- Allows the device to be connected to on the fly without any installation necessary.

- It does not require admin rights nor a reboot in order to run and allow the machine to be controlled on PC.

- It can be “elevated” by right-clicking and choosing PIN Host on Demand. It will relaunch and upon reconnecting,
the user may now perform software installs, interact with UAC prompts and anything that requires elevation.

- When pinned (Elevated), the Host on Demand will restart with Windows and continue to run until closed.

- Right-click the HOD panel, click Host Settings while holding SHIFT to modify settings. For example, click the
“Access” tab to set it to “No permission required” so that if the machine is rebooted, the HOD will restart and not
require permission to connect. Sessions revert to defaults if it is closed and re-launched.

- Supported on PC, Mac, iOS, Android and Chromebook — guides specific to each platform are referenced at the end.

Upon launch, you'll immediately notice the mini Host Control Panel toolbar at the top center of the screen, and then a PROXY
Pro Host PIN box presented in the center, both shown below.

The PIN uniquely identifies a device and will show up in the Proxy Web

PROXY Pro ¢!y reapy Console with this PIN code associated with it. Note that by default, an
active Host on Demand will appear in the fashion of “USER on
COMPUTERNAME (PIN)”.

When Proxy Networks began supporting mobile devices, the majority of
Welcome! You're running the PROXY Pro Host on Demand. . . . . .
Your personal identification number (PIN) is: those devices had generic and sometimes nondescript device names.

849772 A better way was needed to differentiate one device from another, so

Although this number is not required to connect to your machine, it each device will be given a PIN when shared
uniguely identifies you. Please provide this number to the person :

who will be remote contralling your computer if asked.

Assuming the user who launches the Host on Demand can supply this PIN
to the PROXY Pro user, they have what they need in order to find and
then connect to it.

OK

The installed PROXY Pro Host is ideal on company issued computers, as it runs in the background and is always reporting in. It
allows for connectivity in attended or unattended scenarios, whereas the Host on Demand is for scenarios where the Host will
not be installed, mainly to provide a method to support personal or non-company devices. The persistent and non-persistent
Host options and full platform support hopefully present a convenient method to support a wide range of devices.

- On Windows: Visit the Proxy Web Console landing page and click . If ClickOnce is detected, a dialog box with a
“Run” / “Don’t Run” dialog will appear — click Run. If ClickOnce is not detected, it will download as an .exe —run it.
- On Mac: Visit the Proxy Web Console landing page and click

- OniOs: Visit the Proxy Web Console landing page and click . First time use will direct you to the app store —once
installed, click which will launch Host for Mobile app.
- On Android/Chromebook: Visit the Proxy Web Console landing page and click . First time use will direct you to
the app store — once installed, click which will launch Host for Mobile app.
14
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There are three ways to connect to Hosts — here they are!

a) The easiest way to get connected to another machine is to ask a user to visit your landing page and hit . This will
download and activate the Host on Demand which presents a 6-digit code to them, which they read off to you or email
you. Insert that code into the Quick Connect PIN box on the landing page and a connection to that machine will
immediately launch (upon successfully authenticating).

b) Connecting by PIN is intended to be a convenient quick way to get connected to another user’s device, but is not the
only option. Instead, log into the Proxy Web Console and make note of the following Managed Hosts Groups. In
particular, the Host on Demand group will list any/all shared devices that are either PC or Mac. Beneath, see the Mobile
Hosts group which would list any/all shared devices that are i0S, Android and Chromebook. They appear as blue
clickable hyperlinks — click to connect. Any regular installed Hosts will appear in the top level group and can be moved
to other groups — more on that later.

c) Third, we support the use of, and encourage testing with the PROXY Pro Master, our installed viewer. After installing
Master.msi from the software zip file, the following brief one-time configuration is necessary.

& To configure the PROXY Pro Master:

Connection Edit View Gateway Options Goto Help

Click the Gateway Hosts tab.

Gateway: E Manage... | Feconnect As é
Group: ~ Refresh Gateway Connection Properties x .
S I— —— Click the Manage. . button.
[E] 4|1 e L1l
Gateway

Display | S oartones [ [PROXY Ar | Click New to add the new Gateway.

| |

| Gateways 1 Protocol: UDR/TP v | Port:

New. | Please input the connectivity information:

Gateway Specifier |name_pr0xyair.c0m <—thatf0rmat‘

Edit... ‘
| Station Name: | ‘
Remove |

- Display Name is title for the server

Network Address: | ‘

e || - Protocol should be set to WSS.

<

Host Recg

Display K Move Down
Close - Port should be set to 443, the default port
= associated by <Standard> when WSS is used.
Find Gateway...
- The Gateway Specifier will be the same
< oK Cancel Hel H H .
P e PV T i _, - . 2 address provided except without https://.
12 Hosts, 0 selected, 12 total ) o ) é ]

-Optionally on the Connect As tab, input the
username and password provided to you and
you will not be prompted for authentication
each time the Master is opened.

A list of Host will be presented — double-click to connect. A number of right-click options are available to explore such as Screen
recording, connecting for File Transfer, adding it to the Favorites tab and more.
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PROXY Pro does support all mainstream platforms and has been architected to “just plain work” in every scenario possible.
Given that our platform support goes beyond Windows, the connection window interface will differ slightly based on the
platform used. When using PROXY Pro on PC, the ClickOnce Master will provide the full experience just like the installed Master,
our classic viewer since the beginning. The ClickOnce Master is available on IE by default, in Edge with the ClickOnce plugin, and
Chrome with the ClickOnce plugin. ClickOnce is available from the “More Tools” hyperlink found on any Proxy Web Console
landing page. If ClickOnce is not detected on the system when a connection is launched, PROXY will deliver the connection
within a browser tab leveraging the HTML5 Master. If you see the HTML5 Master on PC, just note that you are not receiving the
full, complete experience as you would with the ClickOnce or Installed Master and we do recommend testing with each to
determine which is best for you.

The installed PROXY Pro Master can be installed on your system and when you right-click a Host to connect, use the Connect ->
Connect in Master option, it can then become the default connection method (over ClickOnce and HTML5). When a connection
Is launched, it’ll call up a copy of the locally installed Master which avoids the need to use ClickOnce and the slightly less feature
rich HTMLS5, which is really intended for use on phones and tablets — Android, iOS and Chromebook. Upon attempting to launch
a connection from Mac for the first time, the web console will offer the download of the Master installation file for Mac.

Primarily uses Windows computers to connect to other devices.

e Likes the idea of an installed viewer (as opposed to something web based).
e Prefers to always have full, complete product functionality.

Primarily uses Macs to connect to other devices.
Prefers using the Mac Master instead of the HTML5 Master.

)
[ ) [ )

e Primarily uses Windows computers to connect to other devices.

Prefers not to install a viewer like the Master.

e Prefers having complete functionality over the HTML5 Master.

e Prefers that connections launch within their own window as opposed to within a browser tab.
e Is willing and able to install the required ClickOnce browser plugin on Edge or Chrome.

e Primarily uses Android, iOS or Chromebooks to connect to other devices.
[ [ ‘ oS e Prefers not to install a viewer like the Master on their Windows PC.

e Prefers not to install any browser plugin like ClickOnce on their Windows PC
e Prefers that connections launch and are contained within a web browser tab

With this information in mind, let’s introduce the different connection windows and the key takeaways in the next section.
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Part 6) (Continued) Introducing the Connection Windows: Master (PC and Mac), ClickOnce and HTML5

In this section we'll highlight the most important takeaways about each of the viewers.

PROXY Pro Master Connection Window

(1) The installed Master is the most
feature rich, has a complete
menu bar to explore — the full
range of options are available.

(2) The toolbar represents each of
the connection controls and we’ll
dive into each button next.

(3) Note the tabs at the bottom for
File Transfer, Remote Printing,
Remote Management — offering
the complete experience.

ClickOnce Master Connection Window

(1) The toolbar is complete with all
available functions just like the
installed Master.

(2) Just like the installed Master,
note the tabs at the bottom for
File Transfer, Remote Printing
and Remote Management,
providing an equally complete
experience.

Requires the ClickOnce plugin — click the
More Information button on the landing
page or the blue checkmark on the web
console to get the plugin.

& tpiro

- RONJONPC - 123456 vis PROXYDesktop - PROXY Pro Master

.§Cennemon Edit Remote Control File Transfer View Options  Goto  Help ii-ﬁ;

LPHE O B-0oe% 5 H80 28 e nsad (R anm

B e AAGCADS | 12300 v RO Dunbtny - IAGIOY oy Master Cammanionn

' |
s phes-vsplenexo ] (7)
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All primary controls located along the @ Display
top of the screen and will launch il
within a browser tab, works on all |
platforms. Windons KO Color
When using a device like iOS,
Chromebook or Android to connect to
another device, this is the interface one
would see on those platforms.

f scale and layout

Also worth noting, this method works on
any and all platforms.

£ PROXY o Actie

[——

= Standard =

A2 Competerthansg O Semage

Recycle Bin

All screen sizing controls grouped
. 1! Task Manager
together in the center [ | s

File Options View

Fol
R Processes Performance Users Details Services

Input Control, Clipboard and more !
are located to the right ‘

Antimalware Service Executable

[
@& WMI Provider Host
[

System
m7 System interrupts

Service Host: Local System (13)

The Mac Master will be available for [ Sal Server Telemetry Client

o [ Local Security Authority Process (3)
download when attempting to connect — E:"‘ Mpbroeset
from a Host from a Mac.

[3] Proxy Host: Host Server application (32 bit)

Service Host: Network Service (5)

Mac users may prefer that connections to e e
Hosts launch within their own native

windows. Contrast to the HTML5 Master,
which opens connections to Hosts within
a browser tab.

Fewer details

70%
Memo

1364 MB
58MB
0.1 MB

oMB
18.5M8B
347MB
6.5MB
15.0MB
6.8 MB
78M8B

41MB

1asan

End task
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This section covers key takeaways about the installed PROXY Pro Master along with what each function is useful for.

Shown to the right is a snippet of ¥ TestUser on TESTPC via PROXYDesktop - PROXY Pro Master - O %
the installed PROXY Pro Master’s

= = - < e @ 5
connection window toolbar. Below ) O H-4Db% B|H&@E o83 L) < | S

please find additional detail and
context about each item.

Note the File Transfer tab located 4 Remote Control File Transfer Remote Printing Remote Management
at the bottom of the window.

L5 E O

From left to right, Remote Control, File Transfer, Remote Printing, Remote Management and Disconnect. Each buttonis a
shortcut to one of the Proxy “services”. As an alternative to using these buttons, note that clicking each tab at the bottom left of
the connection window can also take you to each respective service when you need to move a file or directory using the File
Transfer tab, or using the Remote Management tab to restart a service, kill a process look oat Windows logs or similar.

H-o b @ B

If both the target Host and your own machine have matching screen resolutions, Full Screen works great. When thatisn’t
appropriate, try the Fit to Window mode, as it permits dragging the edges of the connection window and Proxy will auto-scale
the Host’s screen resolution to the window. The Fit 1:1 mode has Proxy capturing the target machine’s resolution to match your
own resolution at a 1:1 ratio, ideal when screen resolutions match. The Monitor Select drop-down will list each connected
monitor, click to view each, along with a view-all button to see all, and the Next Monitor cycles through each.

LD e FEE

From left to right, Input Control, Send CAD, Send Keystroke, Toggle Visual Effects, Toggle Input Suppression, Blank Screen.
Use the Input Control button to grab mouse and keyboard control, click it again to enter View Only mode (hotkey toggle=12).
Use the Send CTRL+ALT+DEL to log into Windows and similar or try CTRL+ALT+BACKSPACE, Proxy’s shortcut keystroke. The
Send Keystroke option list includes Windows+L, Print Screen, Alt+Print Screen (to capture the active window), F11, F12. The
Toggle Visual Effects button permits a Master user to disable a Host’s Visual Effects like disabling wallpaper if the Host is
configured to allow it. Check the target Host’s Proxy Host Control Panel -> Effects tab if this button is gray — the Host needs to
be set to the Permit value in order to allow connected users to toggle effects. The Suppress Host Input button will disable the
Host computer’s local keyboard and mouse until this has been toggled, or once the user has disconnected from the Host. The
Blank Host Screen button presents a message on the Host console indicating that it is being remotely controlled by an
administrator through PROXY Pro Host, which also disables the keyboard and mouse, active until toggled or upon disconnect.

® 88 o G
From left to right, Auto-Share Clipboard, Get Clipboard from Host, Send Clipboard to Host, Chat, Copy Graphics Screen, and
Settings. The first three buttons control how copying and pasting clipboard content shall behave between your own computer
and a Host computer you are connected to. In this case, Automatic Clipboard Sharing is disabled, so one may copy and paste
back and forth manually by clicking the Get Clipboard from Host button to move its content to your own computer, or use Send
Clipboard to Host to move clipboard content on your local machine to the Host’s clipboard. Use Chat to initiate a chat session
with the Host user and the Copy Graphics Screen button is equivalent to a screen snipping tool for grabbing screen snippets —
draw a box on the Host and it’s on your clipboard. The Settings button brings up the installed Master’s preferences menu — we
encourage exploring what connection defaults you find most useful.
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Part 6.1.1) Tour of the Connection Window Functions: PROXY Pro Master & ClickOnce Master

Below is a list of each of the functions, their respective buttons along with a brief description & purpose of each.

F G H |

H-o0w-8 HEe-BEE §6.86, o6 O
A BCD E Q

J K LMN OP

(A) Full Screen Mode

Click to view the Host’s desktop in full-screen mode.

(B) Fit To Window Mode

Click to view the Host’s desktop within the window size.

(C) Fit One-to-One

View the Host screen at a 1:1 resolution mapping.

(D) Monitor Select

Click to view primary, secondary or all monitors.

(E) Next Monitor

Click to cycle through to the next monitor.

(F) Take Input Control

Click to take control of the Host machine’s keyboard and mouse.

(G) Send Ctrl+Alt+Del

& O HO il 3 E

Click to send the Control + Alt + Delete keystroke combination.

(H) Send Keystroke @~ Sends one of the below keystroke(s) to remote desktop.

Ctrl+Alt+Del Click to send the Control + Alt + Delete keystroke combination.

Windows+L Lock remote Host desktop.

PrintScreen Capture snapshot of entire desktop and copy to clipboard.

Alt+PrntScrn Capture snapshot of active window and copy to clipboard.

F11 Toggle between normal and full screen modes.

(1) Toggle Visual Effects = Toggle visual effects on/off (e.g. Host wallpaper).
(J) Disable Host’s KB/Mouse ! Toggle the Host user’s ability to use their keyboard and mouse.
(K) Blank Host Screen Toggle the Host from sending screen output to the console user.
(K) Auto-share clipboard G While enabled, copy and paste clipboard content freely back and forth.
(L) Get Clipboard from Host LR If auto-share clipboard is off, click to get clipboard content from Host.
(M) Send Clipboard to Host @, If auto-share clipboard is off click to send clipboard content to the Host.
(N) Chat = Open a chat window to communicate via text with the end user.
(O) Copy Graphics L Select an area on the Host’s screen to be pasted into mspaint or Word.
(P) Close 9

Closes the Remote Desktop Window and terminates the connection.
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This section covers what readers should know about the ClickOnce Master along with what each function is useful for.

The HTML5 Master works within C @ https:/imyserver.proxyair.com/ e % O 0@ :
a browser tab and is SUpported TestUser on TESTPC via mygateway.com - PROXY Pro HTML5 Master Connection
on all platforms. It was 2 - B o2 & T 3 @ g ® O &

developed to be the Ul for
mobile devices such as iOS,
Android, Chromebook.

X 0 %
From left to right, Fit to Window, Fit 1:1, Monitor Select (choose one to be centered in the connection window) and Next
Monitor. Each button can be used to help optimize the manner in which the remote Host’s screen(s) are presented. If both the
target Host and your own machine have matching screen resolutions, Full Screen works perfectly every time and is achieved
with the F11 key which fullscreens the browser tab. When full screen is not appropriate, try the Fit to Window mode, as it
permits dragging the edges of the browser tab’s window itself — reposition as needed. The Fit 1:1 has Proxy capturing the
target machine’s resolution to match your own resolution at a 1:1 ratio, ideal when screen resolutions match. The Monitor
Select drop-down will list each connected monitor, click to view each, along with a view-all button to see all, and the Next
Monitor cycles through each.

% et s = |€|

From left to right, Input Control, Send CAD, Send Keystroke, Toggle Visual Effects, Toggle Input Suppression, Blank Screen.

Use the Input Control button to grab mouse and keyboard control, click it again to enter View Only mode. Use the Send
CTRL+ALT+DEL to log into Windows and similar. The Send Keystroke option list includes Windows+L, Print Screen, Alt+Print
Screen (to capture the active window), F11, F12. The Toggle Visual Effects button permits a Master user to disable a Host’s
Visual Effects like disabling wallpaper if the Host is configured to allow it. Check the target Host’s Proxy Host Control Panel ->
Effects tab if this button is gray — the Host needs to be set to the Permit value in order to allow connected users to toggle
effects. The Suppress Host Input button will disable the Host computer’s local keyboard and mouse until this has been toggled,
or once the user has disconnected from the Host. The Blank Host Screen button presents a message on the Host console
indicating that it is being remotely controlled by an administrator through PROXY Pro Host, which also disables the keyboard and
mouse, active until toggled or upon disconnect.

%
From left to right, Copy Clipboard to Host, Get Clipboard from Host. @ Gopy Clipboard to Host
Instead of automatic clipboard sharing like with the installed Master
and ClickOnce Master, click the Copy Clipboard to Host button to bring
local clipboard content to the Host. Or, use the Get Clipboard from
Host button to move clipboard content from the Host to your local
computer. This works for text only in the context of the HTML5 Master,
but you can transfer files of up to 26mb using the uploader interface.
The third icon launches a copy of the installed Master if one is detected,
should one want to perform functions not available in the HTML5
Master.

Text...

Manually paste from Clipboard to above Text Area and press m

Or select a file and press 'Upload™:
| choose File | No file chosen

Close
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Part 6.2.1) Tour of the Connection Window Functions: HTML5 Master

Below is a list of each of the functions, their respective buttons along with a brief description & purpose of each.

C @ https:/imyserver.proxyair.com/ =« O % 0O e
TestUser on TESTPC via mygateway.com - PROXY Pro HTML5 Master Connection

X D B B § 2 & &g 2 B @ @ O &
A B C DEVF G H I J KLM N O P

(A) Use Fit to Window Mode x Click to view the Host’s machine’s desktop within the window size.
(B) Use Fit One-to-One Mode E View the Host screen at a 1:1 resolution mapping.

(C) Monitor Select ﬁ = Click to view primary, secondary or all monitors.

(D) Cycle to Next Monitor @ On multi-monitor Hosts, click to view the next monitor.

(E) Take Input Control % Click to take control of the Host machine’s keyboard and mouse.

(F) Ctrl+Alt+Del Keystroke Send Control + Alt + Delete keystroke to Host.

o)
= o)

(G) Send Windows Keystroke

o«

Send commands such as Print Screen, C+A+D, Windows Lock.

(H) Toggle Visual Effects Enable or disable visual effects (like wallpaper).

(I) Disable Host Mouse & KB Toggle the Host user’s ability to use their keyboard and mouse.

(J) Blank Host Screen Toggle the Host from sending screen output to the console user.

(K) Send Clipboard to Host Paste clipboard contents to Host.

(L) Get Clipboard from Host Copy clipboard contents from Host.

(M) Launch PROXY Pro Master Launch a local copy of the PROXY Pro Master (if installed).

(N) Connection Window Help Click this icon to get help with basic topics.

(O) Show/Hide Header Enables or disables the blue bar showing the machine identity.

(P) Show/Hide Toolbar

Rlo el D@80

Enables or disables the toolbar containing the row of buttons.
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This section covers what readers should know about the Mac Master along with what each function is useful for.

‘ Master Connection Edit View Options Window

® © ® ProxyDemoHost20... I [ ] 55 £ v 2 2 5 >>1

The Mac Master delivers connections to Hosts that launch within separate windows like on PC. It can be used instead of the
HTML5 Master or in conjunction and we encourage trying both.

From left to right, Fit 1:1, Fit to Window, Monitor Select (choose one to be centered in the connection window) and Next
Monitor. Each button can be used to help optimize the manner in which the remote Host’s screen(s) are presented. If both the
target Host and your own machine have matching screen resolutions, Full Screen works perfectly every time. When full screen
is not appropriate, try the Fit to Window mode, as it permits dragging the edges of the connection window itself. The Fit 1:1
has Proxy capturing the target machine’s resolution to match your own resolution at a 1:1 ratio, ideal when screen resolutions
match. The Monitor Select drop-down will list each connected monitor, click to view each, along with a view-all button to see
all, and the Next Monitor cycles through each.

From left to right, Input Control, Send CAD, Send Keystroke, Toggle Visual Effects, Toggle Input Suppression, Blank Screen.

Use the Input Control button to grab mouse and keyboard control, click it again to enter View Only mode. Use the Send
CTRL+ALT+DEL to log into Windows and similar. The Send Keystroke option list includes Windows+L, Print Screen, Alt+Print
Screen (to capture the active window), F11, F12 among others. The Toggle Visual Effects button permits a Master user to
disable a Host's Visual Effects like disabling wallpaper if the Host is configured to allow it. Check the target Host’s Proxy Host
Control Panel -> Effects tab if this button is gray — the Host needs to be set to the Permit value in order to allow connected users
to toggle effects. The Suppress Host Input button will disable the Host computer’s local keyboard and mouse until this has been
toggled, or once the user has disconnected from the Host. The Blank Host Screen button presents a message on the Host
console indicating that it is being remotely controlled by an administrator through PROXY Pro Host, which also disables the
keyboard and mouse, active until toggled or upon disconnect.

s &)
The first three buttons control how copying and pasting clipboard content shall behave between your own computer and a Host
computer you are connected to. In this case, Automatic Clipboard Sharing is enabled, so copy and paste freely back and forth.
If disabled, one can manually send and receive clipboard content. Use the Get Clipboard from Host button to move its content
to your own computer, or use Send Clipboard to Host to move clipboard content on your local machine to the Host’s clipboard.
Last, the Disconnect button is found on the right which will terminate the connection and the connection window will close.
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Part 6.3.1) Tour of the Connection Window Functions: Mac Master

Below is a list of each of the functions, their respective buttons along with a brief description & purpose of each.

1 Entire Desktop (1024 x 768) 2 B A B8~ & & 2 @
A B C D EFG HI JKLM [

(A) Use Fit One-to-One Mode Click to view the Host’s machine’s desktop within the window size.

(B) Use Fit-to-Window Mode

i

View the Host screen at a 1:1 resolution mapping.

(C) Monitor Select

L]

Click to view primary, secondary or all monitors.

(D) Display Next Host Monitor On multi-monitor Hosts, click to view the next monitor.

(E) Take Input Control

B

Click to take control of the Host machine’s keyboard and mouse.

(F) Ctrl+Alt+Del Keystroke

Send Control + Alt + Delete keystroke to Host.

(G) Send Windows Keystroke

Send commands such as Print Screen, C+A+D, Windows Lock.

(H) Toggle Visual Effects

Enable or disable visual effects (like wallpaper).

(I) Disable Host Mouse & KB

Toggle the Host user’s ability to use their keyboard and mouse.

(J) Blank Host Screen

Toggle the Host from sending screen output to the console user.

(K) Auto Share Clipboard

While enabled, copy and paste clipboard content freely back and forth.

(L) Get Clipboard from Host

Paste clipboard contents to Host.

(M) Send Clipboard to Host

Copy clipboard contents from Host.

(N) Disconnect

Close and exit the connection.

Proxy Networks, Inc. | PROXY Pro RAS Administrative User Orientation Guide (Revised 12/13/22) | 1-877-PROXY-US



PROXY

ﬂl

=0

This section will cover the process of getting the traditional Host installed and configured to report to a PROXY Pro server.
Please be sure to download the latest version our downloads page at https://products.proxynetworks.com/downloads/.
Although it’s not covered here, we have supplementary documentation covering each of the Host Settings in depth and another
for creating an install package containing custom Host settings and deploying it to large groups of machines.

Begin by installing the Host-x64.msi on the machine you wish to test with. Once installed, open the Proxy Host Control Panel to
the “Gateways” tab and click “Add Gateway”. The Station Specifier would be the server address in the form of
sample.address.com. Select the WSS protocol and hit OK —the Host will now report itself to your server.

®

Status General
Protocols Gateways

Security

Options Access Effects
Sereen Tags About

Connection Restrictions | Gateway Connection Properties

Require that connection:

[ Remcte control and Gateway
Host administration a
Eme do not check the Frlat LLEE ~| Port: | <Standard>
the Deployment Tool L
Station Specifier: sample, address,com ‘

Station Specifier Reverse Connection Mode

<

Add Gateway.
Move Up

Resend Status

Host Workstation 1D

w={D360ES0E-2A59-423)

Cancel

OK

Never keep reverse connection to this Gateway Server
Always keep reverse connection to this Gateway Server

Automatically determine if reverse connection is necessary

Find Gateway...

Begin by installing the Host-x64.msi,
accepting all defaults. Once installed,
open the Proxy Host Control Panel.

Click the “Gateways” tab.
Click the “Add Gateway...” button.

Enter the PROXY Pro connectivity
information (address/protocol).

A cube with a green dot means the
Host is successfully communicating
with the server —look for it in the
web console or Master.

¥ PROXY Pro Host Control Panel X

Status General Security Options Access Effects
Protocols Gateways Screen Tags About

Connection Restrictions

[[] Remote control and related services
[1Host administration and remote management

the Deployment Tool “Lipdate Host Seftings™ featire

Require that connections come from a listed Gateway for:

Note: do not check the Host administration box if you plan to use

| @hgtion Specifier

Host Workstation ID:

Protocol  Last Status ~ Address
||@ sample.proxyair.com WSS, 0x0 54.156.22
< >
Add Gateway... Edit Gateway... Remove Gateway
e Up e Deta
Resend Status. View Certificate.. View Emor.

|w: {D360ES0E-2453-423F-A59A-E3FDIEIDATED)

Beyond configuring the Host to report to your server, be aware of the following partial list of Host Settings.

¥, PROXY Pro Host Control Panel K

Screen Tags About
Options Pocess Fifects

Protocols Gateways
Status General Security

Access Restrictions
(® Permit connection
(O Lock out connection

(O Lock out or Pemmit connection based on time zone:

Connection Pemmission
() Mo permission required

® Permission must be granted by Host within the timeout
period

0 Pemission requested from Host; connection continues after
the timeout period
Lock workstation f permission not explicitly granted
Connection Permission Timeowt | 30 seconds ~

Do net prompt for permission on logon or lock screen

Cancel Apply Help

Connect without asking user, connect

Help

only with user consent, request to
connect, succeeds if not explicitly denied.

Set the timeout value if either the Grant
or Request option is chosen.

Station Name controls how Hosts appear.

Host Tray Icon can be visible or hidden.

Connect with an audible chime.

Toggle Connection Notifications.

Toggle Connection Watermark.

H! PROXY Pro Host Control Panel
Protocols Gateways Screen Tags About
Status General Security Options Access Effects
Station name vl
evaluates to: [rgallagar on RYANWIN10
Host Appearance
When there is no connection Hidden e
When a connection is active: lcon e
Beeping
[] Beep on connect /disconnect
[[] Beep while connected every seconds

Popup Notfications (on desktop)

[[] Enable connect/disconnect notifications
] Enable file transfer notifications

[ Show Active Users Window

Watermark.
] Show border around screen capture area

[] Show connected user(s)

Cancel Apply Help
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The PROXY Pro Host for Mac User Manual is available from https://www.proxynetworks.com/documentation

This page will cover the process of getting the Host installed on Mac and configured to report to a PROXY Pro server. The PROXY
Pro Host for Mac (PKG) can be downloaded directly by visiting the PROXY Pro landing page and simply clicking the button.
This will bring up a page with a Download button if there is no Host already installed. Click Download, let the software (PKG file)
download, then click the downloaded file to open it. This runs the Host installer, which guides the user through installing the
software. Or, grab it here: https://products.proxynetworks.com/wcapps/proxy/v100/PROXYProHost.pkg

After installation there are no settings by default but there are a few easy L ) T Q R 4 FriSep23 11:17 AM
paths forward to get the Gateway information populated into the Host: L Active Gusrs Window

V. .minate Connection

e Click from the Proxy Web Console landing page or '

¢ Click the “Click here to launch it now” link if the page was left open

Help
To manually configure it, open the Proxy Host Control Panel from the menu About PROXY Pro Host
bar Host Control Panel and click Preferences, shown on the right:
When opened, notice o PROXY Pro Host Control Panel
each of the five tabs. The Host for Mac Manual covers each in full detail, but Gonera) [ SatpimyerliSemen [ cotees ot
the important takeaways start with the Station Name field on the General P T—.
tab, which defines how the Host presents itself to the Web Console & s NotTeatoos 1D i
Master. The Gateway tab represents which servers its configured to report Personal Identification Number: 991412
to, modify screen capture variables on the Screen tab, set connection mode UCE SRR (T w=(01200520-159-4410-sa41. 741013cdc000)
on the Access tab and set extension tags (for auto-grouping) via the Tags tab.
Although the PROXY Pro Host Control Panel
Gateway connectivity information can be included automatically or by a Senersl | Getowys o Soteen'] focess | Toer
clicking the button, it may be important to know that you can = R
manually set the server address on the Host. From the Gateway tab, hit the - :D(fl :yssddpeyp; =
+ button to add a new Gateway. Enter the address and select the WSS h o
protocol; <Standard> implies port 443 when the WSS protocol is selected. + | | [ perememeny
Click OK and the Host will report itself in. The Host is now accessible! Resend Stati's SR Rhe P RaIEIole
Although this setting e S e
can be included automatically, it may be important to know that the Host coroson | Griewys | Sormen)fooess JTeee
can be set to allow connections without any consent (No Permission HIEE R N
Required), require that consent must be granted (Grant) or that the Permission requested from Host; connection continues after the timeaut period
connection is requested and will establish if not explicitly denied (Request). ooy

If either Grant or Request is used, set an appropriate timeout.

There are two permissions that need to be granted to the Host application on any modern Mac.

Starting with macOS Mojave (10.14), System Preferences > Security & Privacy, Accessibility, a permission to “control your
computer” is present. The PROXY Pro Host will appear in this list as “PROXY Pro Host” and must be granted the right to control
your computer to provide input control services.

Starting with macOS Catalina (10.15), System Preferences > Security & Privacy, Screen Recording, a permission to “record the
screen” is present. The PROXY Pro Host will appear in this list as “PROXY Pro Host” and must be granted the right to record the
screen to provide remote view/control services.
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We sincerely hope the information contained within this orientation guide was “just about right” and helps get new users
warmed up to using PROXY Pro quickly. For those seeking additional information, we have a documentation page that covers a
wide range of topics. Below we’ll point out a few that are usually relevant:

Each of these and more can be found on our documentation page at https://www.proxynetworks.com/documentation

PROXY Pro Datasheet
- Feature comparison between our products
PROXY Pro SLA
- Service level agreement terms, conditions and related information
PROXY Pro InfoSec Policy
- Information about the Information Security policy
PROXY Pro Azure AD Integration
- Steps to integrate Azure AD authentication into PROXY Pro
PROXY Pro Host Manual (Windows, Mac, Android, iOS)
- The complete product manuals for the Host on each platform
PROXY Web Console Operations Guide
- The complete product manual for the Proxy Web Console usage and administration
PROXY Pro Deployment Tool Quick Start Guide
- Steps to use our tool to create a deployment package for the Host
PROXY Pro Host Settings Guidelines
- Proxy Networks makes recommendations on which Host Settings are appropriate
PROXY Pro Host Settings Management Tips
- Guidelines for rolling out changes to Host Settings once they have been deployed
PROXY Pro Host Stealth Mode Guidelines
- Steps to use Proxy in a stealth mode scenario
PROXY Pro Host for Mobile: MDM Guidelines
- Steps to roll out the Host for Mobile app with server connectivity details included

Beyond our documentation page, we have a library of YouTube content covering various topics from product demos, particular
feature sets, administration tips and more.

The Proxy Networks YouTube Channel: https://www.youtube.com/c/ProxyNetworks

The Proxy Networks blog will post periodic updates about the product: https://www.proxynetworks.com/blog

We hope you find Proxy useful, effective and that you enjoy using it! Let us help ensure your usage is successful. Our teams are
available by email at sales@proxynetworks.com and support@ proxynetworks.com and live by phone at 1-877-PROXY-US.

27
Proxy Networks, Inc. | PROXY Pro RAS Administrative User Orientation Guide (Revised 12/13/22) | 1-877-PROXY-US


https://www.proxynetworks.com/documentation
https://www.youtube.com/c/ProxyNetworks
https://www.proxynetworks.com/blog
mailto:sales@proxynetworks.com
mailto:support@proxynetworks.com

