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Resources

Virtual Machines (VM)

➢ Linux Server

➢ Kali

➢ Ubuntu



Introduction

The fundamentals needed to analyze internal and 
external security threats and implement security 

mechanisms were explored. Network and Internet 
security issues were evaluated to provide security 

solutions, design information systems security policy, 
network troubleshooting, and implement digital 

signatures



Module 2

Asymmetric Key
Encryption



File Encryption

This screenshot shows the following:

✓ Content of the plaintext file ✓ Content of the encrypted file

Note:  Encrypted information is unreadable



File Decryption

o The encrypted file is listed by itself
o The decrypting process
o Both the encrypted file and the original plaintext file are 

listed

This screenshot shows the following:



Module 3

Stateful Firewall



Answer: 

Using DROP makes the connection ‘disappear’. If outside sources try to find your 
systems it won’t show up

References:

Brown, K. (2020, August 27). The Beginner’s Guide to iptables, the Linux Firewall.

What effect does the sudo iptables --policy INPUT DROP 
command have on the access to computing resources?

How-To Geek. 
https://www.howtogeek.com/177621/the-beginners-guide-to-iptables-the-linux-
firewall/

https://www.howtogeek.com/177621/the-beginners-guide-to-iptables-the-linux-firewall/


Nmap Scan

Nmap scan 
result of the 
Linux Server 

virtual machine



Module 4

Bring Your Own Device
(BYOD) Security Policy



Bring Your Own Device
(BYOD) Security Policy

(Double Click on Icon)



Module 5

Multifactor Authentication (MFA)



Common-auth Configuration File 

The entry indicates the 
use of the Google 

Authenticator module



MFA Logon Screen

The logon 
screen 
shows a 
verification 
code is 
required



Module 6

Vulnerability Assessment



Nmap

Scan result showing 
both the Kali and Linux 

Server virtual 
machines



Scan result showing 
both the Kali and Linux 
Server virtual machines

NetCat



Wireshark

Wireshark - Follow TCP 
Stream window showing the 

Telnet username and 
password



Nessus

High-level view of 
the Nessus 

vulnerability scan 
report (categories 

of vulnerability 
are in different 

colors)



Module 7

Share, Review, & Reflect



Share
Share a few slides 

from your final 
project. Briefly 

explain your plan 
on organizing and 

presenting the 
content. Seek 
suggestions if 

needed



Review

Review your 
peers’ work in 
progress. Identify 
positive aspects of 
the work as well 
as areas for 
improvement. 
Give professional 
feedback.



Reflect

Reflect on your peers’ feedback and respond in an open and 
friendly manner. Describe how you plan to complete your final 
project deliverable.



Challenges



Challenges

InfoSec had some issues on some assignments:

➢ Mouse stopped working in black areas on VM

➢ Issues caused exercises to time out prematurely

➢ Password wasn’t working

➢ Help Desk wasn’t able to help



Career Skills



Career Skills

✓Research ✓Flexibility

✓Patience ✓Persistence

✓Problem Solving ✓Analytical Thinking

✓Overcoming Obstacles ✓Attention to Detail

✓Resourcefulness



Conclusion



Conclusion
We learned about the challenges of securing information and why we need to 
protect it. We looked at different types of threat actors and how to defend 
against these types of attacks.

Cryptography was our next topic. We covered the basics and different types of 
cryptographic algorithms and attacks on cryptography, digital certificates, how 
to implement cryptography, and different transport encryption protocols, as 
well as public key infrastructure (PKI).

We reviewed different networking and server attacks and how to secure them. 
The internet has had a huge impact on our lives and through the Internet of 
Things (IoT), it’s a primary way for threat actors to launch attacks on any device 
connected to it.

continued…



We had the opportunity to explore securing wireless networks, clients and 
applications and mobile devices. We discussed wireless hacking and the 
vulnerabilities and techniques to enhance security on them and also wireless 
communication devices. 

Authentication and secure management of user accounts was covered. We 
looked at best practice for access control and ways to implement it, as well as 
identity and access services. 

Vulnerability assessment and data security was an interesting topic. We now 
understand how to create and maintain a business continuity plan and how to 
use the vulnerability data to mitigate the risk to a business.

Finally, we had practice exams to get us ready for our CompTIA certifications.

Conclusion continued


