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B { Introduction

The scope of this course is security management. We look at
the principles and frameworks for recognizing security issues
and solutions. Protecting people, information and physical
assets, including loss prevention, are examined.
Understanding the legal foundation, history, operations and
tools of security management, as well as the role of security
In today’s businesses, government and public settings is vital.



What it the NIST Cybersecurity Framework and
How Should My Business Use It?

NIST is the National Institute of Standards and Technology at the U.S. Department of
Commerce. The NIST Cybersecurity Framework helps businesses of all sizes better
understand, manage, and reduce their cybersecurity risk and protect their networks and
data. The Framework is voluntary. It gives your business an outline of best practices to help
you decide where to focus your time and money for cybersecurity protection.

You can put the NIST Cybersecurity Framework to work in your business in these five areas:

|dentify, Protect, Detect, Respond, and Recover
(Office of Inspector General, n.d.)

https://www.ftc.gov/business-quidance/small-businesses/cybersecurity/nist-framework



https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/nist-framework

Framework Core

Function

Subcategory

Informative References

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

ICOBIT 5 APO08.01, APO08.04,
IAPO08.05, APO10.03, AP0O10.04,
IAPO10.05

ISO/IEC 27001:2013 A.15.1.1, A.15.1.2,
A.15.1.3,A.15.2.1, A15.2.2

|NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry
sector is identified and communicated

OBIT 5 AP002.06, APO03.01
SO/IEC 27001:2013 Clause 4.1
IST SP 800-53 Rev. 4 PM-8

Detect

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

ICOBIT 5 AP0O02.01, APO02.06,
IAPO03.01

ISA 62443-2-1:20094.2.2.1,42.3.6
rlSY SP 800-53 Rev.4 PM-11, SA-14

ID.BE-4: Dependencies and critical
functions for delivery of critical
services are established

OBIT 5 AP010.01, BAI04.02, BAI0S.02
SO/IEC 27001:2013A.11.2.2, A.11.2.3,

1213

IST SP 800-53 Rev. 4 CP-8, PE-9, PE-
11, PM-8, SA-14

Category 1D
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management Strategy | ID.RM
Supply Chain Risk ID.SC
Management
Identity Management and PR.AC
Access Control
Awareness and Training PR.AT
Data Security PR.DS
Information Protection PR.IP
Processes & Procedures ¥
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
Security‘Contmuous DE.CM
Monitoring
Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO

ID.BE-5: Resilience requirements to

OBIT 5 DS504.02

support delivery of critical services are [ISO/IEC 27001:2013A.11.1.4, A.17.1.1,

established for all operating states
(e.g. under duress/attack, during
recovery, normal operations)

17.1.2,A17.2.1
IST SP 800-53 Rev. 4 CP-2, CP-11, SA-
14

Function, Category,
and Subcategory




Module 2 _
il

= Security Awareness and Training Policy

= Contingency Planning Policy



Security Awareness and Training Policy

|ldenti

|dentify: Asset Management (ID.AM)
O ID.AM-1 Physical devices and systems within the organization are inventoried

O ID.AM-2 Software platforms and applications within the organization are inventoried

Q ID.AM-6 Cybersecurity roles and responsibilities for the entire workforces and third-party
stakeholders (e.g. suppliers, customers, partners) are established

Protect

Protect: Awareness and Training (PR.AT)
O PR.AT-1 All users are informed and trained




IDENTIFY
(D)

Security Awareness and Training Policy

Asset Management (ID_AM):
The data, personnel devices,
systems, and faciliies that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relanve importance o
organizational objectives and the
organization’s nsk swategy.

ID._AM-1: Physical devices and systems
within the organization are inventoried

ID.AM-2: Software platforms and
applications within the orgamzation are
mventoried

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and

third-party stakeholders (e.g.. suppliers,
customers, partners) are established

CISsCsC1

COBIT § BAI09.01, BAI09.02

ISA 62443-2-1:20004234

ISA 62443-3-3:2013SR 7.8
ISOMTEC27001:2013 A81.1 A812
NIST SP 800-53 Rev. 4 CM-8, PM-5

CISCSC2

COBIT 5§ BAI09.01, BAI09.02, BAI09.05

ISA 62443-2-1:20004234

ISA 62443-3-3:2012SR 7.8
ISOTEC27001:2013 A81.1 A812 A 1251
NIST SP 800-53 Rev. 4 CM-8, PM-5

CISCsC17.19

COBIT 5 APO01.02, APO07.06. APO13.01,
DSS06.03
ISA 62443-2-1:200943233

ISOMIEC 27001:2013 A6.1.1
NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

Awareness and Training
(PR.AT): The organization’s
personnel and partners are
provided cybersecurity awareness
education and are frained to
perform their cybersecunty-
related duties and responsibilities
consistent with related policies.
procedures, and agreements.

PR.AT-1: All users are informed and
tramed

CISCSC17.18
COBIT 5 APO07.03, BAI05.07
ISA 62443-2-1:200943242

NIST SP 800-53 Rev. 4 AT-2. PM-13



Contingency Planning Policy

Recover

Recover: Recovery Planning (RC.RP)

0 RC.RP-1 Recovery plan is executed during or after a cybersecurity incident

Recover: Improvements (RC.IM)
0 RC.IM-1 Recovery plans incorporate lessons learned

O RC.IM-2 Recovery strategies are updated




Recovery Planning (RC.RP):
Recovery processes and
procedures are executed and
maintamed to ensure restoration
of systems or assets affected by
cybersecunty mcidents.

Improvements (RC.IN):
Recovery planning and processes
are improved by mmcorporating
lessons leamed mto futwre
activities.

RC.RP-1: Recovery plan 15 executed
duning or after a cybersecunty meident

RC.IM-1: Recovery plans incorporate
lessons learned

RC.IM-2: Recovery stratemes are updated

CISCSC 10

COBIT 5 APO12.06. DSS02.05, DS503.04
ISOTEC 27001:2013 A.16.1.5

NIST SP 800-53 Rev. 4 CP-10,IR-4. IR-8

COBIT 5 APO12.06, BAI05.07, DSS04.08
ISA 62443-2-1:20094434

ISOTEC 27001:2013 A.16.1.6, Clause 10
NIST SP 800-53 Rev. 4 CP-2. IR4, IR-8
COBIT 5 APO12.06, BAI07.08

ISOTEC 27001:2013 A.16.1.6, Clause 10
NIST SP 800-53 Rev., 4 CP-2, IR-4,IR-8
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Risk Assessment Policy

|dentify

|dentify: Risk Management Strategy (ID.RM)

+|D.RM-1 Risk management processes are established, managed, and
agreed to by organizational stakeholders




Risk Assessment Policy

Risk Management Strategy
(ID.RMM): The orgamzation’s
prionties, constramts, nsk
tolerances, and assumptions are
established and used to support
operational n=k decizions.

ID.RM-1: Risk management processes are
established managed and agreed to by
organizational stakeholders

CISCsCH4

COBIT 5 APO12.04. APO12.05. APO13.02,
BAI02.03, BAI04.02

ISA 62443-2-1:2009 4342

ISOTEC 27001:2013 Clause 6.1.3, Clause 8.3,
Clause 9.3

NIST SP 800-53 Rev. 4 PM-9



Access Control Policy

Protect

Protect: Identity Management and Access Control (PR.AC)

% PR.AC-1 |dentities and credentials are issued, managed, verified, revoked, and audited for
authorized devices, users and processes

s PR.AC-4 Access permissions and authorizations are managed, incorporating the principles of
least privilege and separation of duties

Protect: Data Security (PR.DS)
s PR.DS-3 Assets are formally managed throughout removal, transfers, and disposition

Protect: Information Protection Processes and Procedures (PR.IP)
* PR.IP-1 A baseline configuration of information technology/industrial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

Protect: Protective Technology (PR.PT)
% PR.PT-1 Audit/log records are determined, documented, implemented, and reviewed in
accordance with policy



CISCsC1

COBIT 5§ BAI09.01. BAI0S.02
ISA 62443-2-1:2009 4234
ISA 62443-3-3:2013SR 78

Asset Management (ID.AM):
The data. personnel. devices.
systems, and facilities that enable
the orgamization to achieve

ID.AM-1: Physical devices and systems
within the orgamzation are inventonied

Access Control Policy

co
and mg'edimfm with their ISOIEC 27001:2013 A81.1. A8.12
relative importance to NIST SP 800-53 Rev. 4 CM:S, PM-5
organizafional bjectives and the |11, AN(-2: Software platforms nd CISCsC2
eganizatiocls tisk rategy. lications within the organization are COBIT 5 BAI09.01, BAI09.02, BAI09.05
inventoned

ISA 62443-2-1:2009 4234

ISA 62443-3-3:2013SR 78

ISOTEC 27001:2013A81.1 A812 A 1251
NIST SP 800-33 Rev. 4 CM-8, PM-5

PROTECT (PR)

Identity Management, PR.AC-1: Identities and credenhals are CISCSC1.5,15.16

Authentication and Access
Control (PR.AC): Access to
physical and lozical assets and
associated facilities 15 limited to
authonzed users, processes, and
devices, and 15 managed

1ssued, managed, venified. revoked and
audited for authorized devices, users and
processes

COBIT £ DSS05.04, DSS06.03
ISA 62443-2-1:2009 43.35.1

ISA 62443-3-3:2013SR1.1,SR 1.2, SR 1.3, SR
14,SR15,SR17,SR18,SR19

ISOTEC 27001:2013 4921, A922 A923,

consiatak vl he assissed sk A924 A926 A931 A942 A943
of unauthorized access to NIST SP 800-33 Rev. 4 AC-1, AC-2. IA-1. 1A-2,
authorized activities and 1A-3,1A4, TA-5, JA-6,1A-7, 1A-8, IA-9, IA-10,
transactions. IA-11
PR.AC-4: Access parmmssions and CISCSC3.5,12. 14,15, 16,18
thonzations are zed, meorp COBIT £ DSS05.04
Data Security (PR.DS): PR.DS-3: Ascets are formally managed CIS CSC 1 the principles of least privilege and ISA 62443-2-1:2009 43.3.7.3
Information and records (data) are | throughout removal, transfers, and COBIT £ BAI09.03 separation of dutics ISA 62443-3-3:2013 SR 2.1
mg‘:::’ff:‘;:“ ‘!’fo disposition I5A 62443-2-1:2009 43.33.9,4344.1 ISOIEC 27001:2013 4612, A9.12, 4923,
“Wmom e mﬁwﬁ’, ISA 62443-3-3:2013 SR 42 A041, A944 A045
inberity; snd availability of ISOTEC 27001:2013 A823 A831, A832, NIST SP 800-33 Rev, 4 AC-1, AC-2, AC-3, AC-
information. A833,A1125,A1127 5, AC-6, AC-14, AC-16, AC-24
NIST SP 800-33 Rev. 4 CM-8, MP-6, PE-16
Information Protection PR.IP-1: A baselme confizwation of CISCSC3,9.11
Processes and Procedures | information technology/industrial control COBIT 5 BAT10.01, BAII0.02, BATI0.03,
(PR.IP): Secunty polictes (that | systems 15 created and maintamed BAI10.05
oo ol b e ISA 62443.2-1:2009 43.43.2, 43.433
D Pt ofleast ) 154 62443-3-3:2013 SR 7.6
P P ISOAEC 27001:2013 A12.12, A 1251,
peaedicgmerpemstem A1262. 41422 A1423,A1424
intained and used to NIST SP 800-53 Rev. 4 CM-2, OM-3, CM-4, CM-
protection of information systems 5. CM-6, CM-7, CM-9, SA-10
assets.

Protective Technology (PR.PT):
Technical ity solutions are

PR.PT-1: Audit/log records are

a

CISCSC1,3,5.6,14,15.16
COBIT 5 APO11.04, BAI03.05. DSS05.04,

managed to ensure the secunty | and reviewed in accordance with policy DSS505.07, MEA02.01
and resilience of systems and ISA 62443-2-1:2009 4.3.33.9,4.3.3.58, 43447,
assets, consistent with related 44214422 4424
policies, procedures, and ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR
3gresments. 211, SR2.12

ISOTEC 27001:2013 A 1241 A 1242,
Al243. 4124441271
NIST SP 800-33 Rev. 4 AU Family







Vulnerability Scanning Standard

Detect

Detect: Anomalies and Events (DE.AE)
» DE.AE-3 Event data are collected and correlated from multiple sources and
SEensors

Detect: Security Continuous Monitoring (DE.CM)
» DE.CM-1 The network is monitored to detect potential cybersecurity events

» DE.CM-4 Malicious code is detected

» DE.CM-7 Monitoring for unauthorized personnel, connections, devices, and
software is performed



7

P 7

Anomalies and Events DEAEN, e yp 3 pooiia o o ed and
conrelated from multiple sources and

Anomazlous activity 15 detected
and the potential impact of events
15 understood.

COBIT £ BAI0S.02
ISA 62443-3-3:2013 SR 6.1

IR-8, SI4

CISCSC1,3,4,5,6,7.8,11,12,13,14, 15,16

ISOTEC 27001:2013 A1241 A 1617
NIST SP 800-83 Rev. 4 AU-6, CA-7, IR4, IR-5,

(4 A, 7 »/
A 7 ,?;///’.//,/
s

. //;/%/4 /{;//
7

Y
% //{/ .
Z Z %

// Z
)

Security Continuous

Monitoring (DE.CM): The
i :

tion system and assets are
monitored to 1dentify
cybersecunty events and venfy

DE.CM-1: The network 15 monitored to
detect potential cybersecunty events

CISCSC1,7,8,12,13,15,16

COBIT 5 DSS01.03. DSS03.05, DSS05.07

ISA 62443-3-3:20135R 6.2

NIST SP 800-53 Rev. 4 AC-2, AU-12. CA-7. CM-

3,58C-5,5C-7.514

DE.CM-4: Malicious code 15 detected

CISCSC4,7.8,12

COBIT £ D5S05.01

ISA 62443-2-1:2009 43,438
ISA 62443-3-3:20135R 3.2
ISOTEC 27001:2013 A.12.2.1

NIST SP 800-33 Rev. 4 SI-3, SI-8

DE.CM-7: Monitoring for unauthonized
personnel. connections, devices, and
software 15 performed

CISCSC1,2,3,5,9.12,13,15,16

COBIT £ DSS05.02, DSS05.05

ISOTEC 27001:2013 A1241 A 1427 A1521
NIST SP 800-33 Rev. 4 AU-12, CA-7. CM-3,

(M-8, PE-3, PE-6. PE-20. SI4




Encryption Standard

Detect

Detect: Security Continuous Monitoring (DE.CM)
» DE.CWI-1 The network is monitored to detect potential cybersecurity events

Protect

Protect: Data Security (PR.DS)
» PRIDS1 Data-al-rest is protected

» PR.DS-2 Data-in-transit 1s protected

Protect: Information Protection Processes and Procedures (PR.IP)
» PRIP-4’Backups of information are conducted, maintained, and tested

» PR PT-4 Communications and control networks are protected



COBIT 5 DSS01.03, DSS03.05, DSS05.07

ISA 62443-3-3:2013 SR 6.2

CISCSC1.7,8,12.13,15,16

NIST SP 800-53 Rev. 4 AC-2, AU-12. CA-7.CM-

3, SC-5, 5C-7, 514

The network 15 monitored to

DE.CM-1

w
N

Security Continuous

Monitoring (DE.CM): The detect potential cybersecunty events

information system and assets are

monitored to 1dentify
venfy

cybersecunty events and

77

“

,/?%

Z
7

ISOTEC 27001:2013 A.12.3.1, A17.1.2,
NIST SP 800-33 Rev. 4 CP-4. CP-6, CP9

Al713,A1813

COBIT £ APO13.01, DSS01.01, DSS04.07

ISA 62443-2-1:2009 43439
ISA 62443-3-3:2013SR73.5R 74

CISCSC 10

PR.IP-4: Backups of mformation are
conducted, muntained, and tested

and assets.

Information Protection
Processes and Procedures

(PR.IP): Secunty policies (that
address purpose, scope, roles,
responsibilities, management
commitment. and coordination

maintamed and used to manage

protection of information systems

3 ) R
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PR.DS-1: Data-at-rest 13 protected
PR.DS-2: Data-in-transit 15 protected

protect the confidentality,

managed consistent with the
integrity, and availability of
mformation.

orgamzation’s nsk strategy to

CISCSCS8. 12,15
COBIT £ DSS05.02, APO13.01

21,AN413

27001:2013 A13.1.1, A13

41.SR43,SR51,SR52.SR53,SR7.1,SR76
TEC

150

ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8, SR

17, AC-18,
SC-23,

1,-SC-22,

2, SC-36, SC-37. SC-

£

sC
SC-43

3

19. SC-20

-24, 5C-25,5C-29. 5C

NIST SP 800-33 Rev. 4 AC-4, AC
38. 5C-39. 5C-40,5C41

CP-8.5C-7. 5C-

networks are protected

Protective Technology (PR.PT): | PR.PT-4: Communications and control

Technical secunty solutions are
managed to ensure the secunty

Data Security (PR.DS):
Information and records (data) are

£)

and rezilience of systems and
assets, consistent with related
procedures, and

policies







Physical and Environmental Protection Policy

Protect: Awareness and Training (PR.AT)
« PR.AT-1 All users are informed and trained




Physical and Environmental Protection Policy

Awareness and Training PR.AT-1: All users are mformed and CISCSC17.18
(P&\g;;f;fdorgmizaﬁon’s tramed COBIT 5 APO07.03. BAID5.07
perso: partners are 2443-2-1:2 3242
provided cybersecunty awareness ISA,6 “i y ?0943 : 573
R e ISOTEC 27001:2013 A722 A1221
PR ity NIST SP 800-33 Rev. 4 AT-2 PM-13
related duties and responsibilities
consistent with related policies,
procedures, and agreements.




Yorating tt @-QriCibIés of least privilege

=

\s LI\

sets are ormally managed throughout removal, transfers, and disposition

:;‘?._g'- -

= it y

= ’rot-i"act.:?_ PnfoMatioh-ﬁrdteeti’on Processes and Procedures (PR.IP) /
s PR.IP-1 A baseline configuration of information technology/industrial control systems is created and
maintained incorporating security principles (e.g. concept of least functionality)

Protect: Protective Technology (PR.PT)
 PR.PT-1 Audit/log records are determined, documented, implemented, and reviewed in accordance with

policy



PROTECT (PR)

Secure System Development Life Cycle Standard

Identity Management,
Authentication and Access
Control (PR.AC): Access to
physical and lozical assets and
associated facilities 15 lmited to
authonzed users, processes, and
devices. and 15 managed
consistent with the assessed nsk
of unauthorized access to
authorized activities and

PR.AC-1: Identities and credentals are
1ssued, managed venfied. revoked, and
audited for authorized devices, users and
processes

CISCSC1.5,15.16

COBIT £ DSS05.04, DSS06.03

ISA 62443-2-1:2009 43351

ISA 62443-3-3:2013SR1.1.SR 1.2, SR 1.3, SR
14,SR15SR1.7,SR18,SR19

ISOTEC 27001:2013 A92.1, A922 A923,
A924 A926.A031.A942 A943

NIST SP 800-53 Rev. 4 AC-1, AC-2, IA-1 1A,
IA-3 TA4 TA-5 TA-6.IA-7 IA-8 IA-9 IA-10.

transactions.

IA-11

Data Security (PR.DS):
Information and records (data) are
managed consistent with the
orgamzation’s nsk strategy to
protect the confidentiality,
integrity, and availability of
mformation.

PR.DS-3: Assets are formally managed

throughout removal, ransfers. and
disposition

CISCSC1

COBIT 5 BAI09.03

ISA 62443-2-1:200943.339.43441

ISA 62443-3-3:2013 SR 4.2

ISOTEC 27001:2013 A823 A83.1,A832,
AS833,A1125,A1127

NIST SP 800-33 Rev. 4 CM-8. MP-6. PE-16

PR.AC-4: Access permussions and
authonzations are managed, mcorporating
the principles of least privilege and
separation of duties

CISCSC3.5,12, 14,15, 16,18

COBIT £ DSS05.04

ISA 62443-2-1:2009 43373

ISA 62443-3-3:2013 SR 2.1

ISOTEC 27001:2013 A6.12. A912 A5823,
A941 A044 A045

NIST SP 800-33 Rev. 4 AC-1, AC-2, AC-3, AC-
5.AC-6, AC-14 AC-16, AC-24

Information Protection
Processes and Procedures
(PR.IP): Secunty policies (that
address purpose, scope, roles,

hiliti

PR.IP-1: A baseline confizuration of
information technology/industnal control
systems 15 created and maintamed
incorporating security principles (e.g.

pt of least functionality)

commuitment. and coordination
among organizational entities),
processes, and procedures are
mamtamned and used to manage
protection of information systems
and assets.

CISCSC3,9.11

COBIT 5 BAI10.01, BAI10.02, BAI10.03,
BAII0.05

ISA 62443-2-1:200943432.43433
ISA 62443-3-3:2013SR 7.6

ISOTEC 27001:2013 A12.12 A 1251,

NIST SP 800-53 Rev. 4 CM-2. CM-3, CM-4, OM-
5. CM-6, CM-7, CM-9, SA-10

Protective Technology (PR.PT):
Techncal secunty solutions are
managed to enswre the secunty

and resilience of systems and
assets, consistent with related
policies. procedures, and
agresments.

PR.PT-1: Audit'log records are

determined, documented, implemented.
and reviewed in accordance with policy

CISCSC1,3,5,6,14,15,16
COBIT 5 APO11.04, BAI03.05, DSS05.04,
DSS05.07, MEA02.01

ISA 62443-2-1:200943339.43358. 43447,
44214422 4424

ISA 62443-3-3:2013 SR 2.8, SR 29. SR 2.10, SR
211,SR212

ISOTEC 27001:2013 A1241, A 1242,
Al243 41244 41271

NIST SP 800-33 Rev. 4 AU Fanuly




-




Cyber Incident Response Standard

|dentify

|dentify: Supply Chain Risk Management (ID.SC)
» |D.SC-5 Response and recovery planning and testing are conducted J

with suppliers and third-party providers

Protect

Detect
Protect: Data Security (PR.DS) Letecl

» PR.DS-1 Data-at-rest is protected

D :D ion P ses (DE.DP
= PR.DS-2 Data-in-transit is protected etect: Detection Processes ( )

= DE.DP-1 Roles and responsibilities for

Protect: Information Protection Processes and Procedures (PR.IP) detection are well defined to ensure

= PR.IP-4 Backups of information are conducted, maintained, and accountability
tested

= PR.IP-9 Response plans (Incident Response and Business Continuity) \s DE.DP—4.Event detection information is
and recovery plans (Incident Recovery and Disaster Recovery) are in communicated

place and managed

= PR.IP-10 Response and recovery plans are tested



Cyber Incident Response Standard (cont.)

Respond

Respond: Response Planning (RS.RP)
= RS.RP-1 Response plan is executed during or after an event

Respond: Communications (RS.CO)
» RS.CO-1 Personnel know their roles and order of operations when a response is needed

» RS.CO-2 Incidents are reported consistent with established criteria
» RS.CO-3 Information is shared consistent with response plans
» RS.CO-4 Coordination with stakeholders occurs consistent with response plans

= RS.CO-5 Voluntary information sharing occurs with external stakeholders to achieve broader
cybersecurity situational awareness

Respond: Analysis (RS.AN)
» RS.AN-4 Incidents are categorized consistent with response plans




Cyber Incident Response Standard (cont.)

Respond: Improvements (RS.IM)
= RS.IM-1 Response plans incorporate lessons learned

» RS.IM-2 Response strategies are updated

Recover: Recovery Planning (RC.RP)

= RC.RP-1 Recovery plan is executed during or after a cybersecurity incident
Recover: Improvements (RC.IM)

= RC.IM-1 Recovery plans incorporate lessons learned

» RC.IM-2 Recovery strategies are updated

Recover: Communications (RC.CO)

= RC.CO-1 Public relations are managed

» RC.CO-2 Reputation is repaired after an incident

= RC.CO-3 Recovery activities are communicated to internal and external stakeholders as well as executive
and management teams



Supply Chain Risk
Management (ID.SC):
The orgamzation's pnionties.
constramts, nsk tolerances, and
assumptions are established and
used to support nsk decizions
associated with managzing supply
chain nsk. The organization has
establizhed and 1mplemented the
processes to identify, assess and
manage supply chain rizks.

ID.SC-5: Response and recovery plannngs
and testing are conducted with suppliers
and third-party providers

CISCSC19.20
COBIT S DSS04.04
ISA62443-2-1:200943257. 434511

ISA 62443-3-3:2013SR28.SR33,.5R6.1. SR
73.SR74

ISOTEC 27001:2013 A 1713
NIST SP 800-33 Rev. 4 (P-2, (P4.IR-3,. IR4,
RE6REI RS

Data Security (PR.DS):
Information and records (data) are
managed consistent with the
orgamization’s nsk strategy to
protect the confidentality.
integnity, and availability of

PR.DS-1: Data-at-rest 15 protected CISCSC 13,14

COBIT £ APOO

DSS04.07. DSS05.03, DSS06.06

ISA 62443-3-3:2013SR 34.5R 4.1
ISOTEC 27001:2013 A823

NIST SP 800-33 Rev. 4 MP-8, SC-12, 5C-28

1.06, BAI02.01, BAI06.01,

PR.DS-2: Data-in-transit 15 protected CISCSC 13,14

COBIT £ APOO
42

Al323 4141

ISA 62443-3-3:2013 SR 3.1,SR3.8.SR4.1. SR
ISOTEC 27001:2013 A823 A13.1.1. A1321.

NIST SP 800-33 Rev. 4 SC-8. SC-11, SC-12

1.06, DSS05.02, DSS06.06

2 Al413

Information Protection
Processes and Procedures
(PR.IP): Secunty policies (that
address pupose, scope, roles,
responsibiliies, management
commitment. and coordination
among organizational enfities),
processes, and procedwres are
mantamed and used to manage
protection of information systems
and assets.

PR.IP-4: Backups of information are
conducted, mantained, and tested

CISCSC 10
COBIT £ APO13.01, DSS01.01, DS504.07
ISA 62443-2-1:200943.439

ISA 62443-3-3:2013SR73,5R 74

ISOTEC 27001:2013 A12.3.1, A.17.1.2,
Al713 A1813

NIST SP 800-33 Rev. 4 CP4, CP-6. CP-9

Information Protection | PR-IP-9: Recponse plan: (ncident CIsCsC 19
Processes and Procedures P plans (Tncident R ¥) COBIT 5 APO12.06, DSS04.03
: 1 icl D ,R i A 62443-2-1:2 3.25.3,43. 45.
(PR.IP): Secunty polictes (that ¢ lm\ ke and ISA 62443-2-1:2009 43.253. 43451

address purpose, scope, roles,

ISOTEC 27001:2013 A16.1.1. A 17.1.1,

> 3 ! Al712,A1713
e cierionsd NIST SP 800-53 Rev. 4 CP-2, CP-7, CP-12, CP-
among organizational entifies). 13, IR-7, IR8, IR-9, PE-17
anintomed and woed fo manage | PRAP-10: Response mnd recovery plans | CIS CSC 19,20
protection of information systems | '® tested COBIT 5 DSS04.04
and assets. ISA 62443-2-1:2009 432,57, 434511

ISA 62443-3-3:2013 SR 3.3
ISOTIEC 27001:2013 A.17.1.3
NIST SP 800-33 Rev. 4 CP-4, IR-3, PM-14




Cyber Incident Response Standard (cont.)

Detection Processes (DE.DP): | DE.DP-1: Roles and respon=sibilines for CISCSC 19
Detection processes and detection are well defined to enswre COBIT 5 APO01.02, DS505.01, DSS06.03
procedures are dand |a bility ISA 62443-2-1:2009 4.4.3.1
Sested fo somsupe awdrenesy of, ISOTEC 27001:2013 A6.1.1, A7.22
anomalous events.

NIST SP 800-33 Rev. 4 CA-2, CA-7, PM-14
CISCsC 19

DE.DP-4: Event detection mformation 15

communicated COBIT 5 APO08.04, APO12.06, DSS02.05
ISA 62443-2-1:2009 43459
ISA 62443-3-3:2013 SR 6.1
ISOTEC 27001:2013 A.16.12, A 16.1.3
NIST SP 800-33 Rev. 4 AU-6, CA-2, CA-7, RA-
5. 514
RESPOND (RS) Rezponse Planning (RS.RP): RS.RP-1: Response plan 1s executed CISCSC 19
Response processes and dunng or after an meident COBIT 5 APO12.06. BAIOI1.10
JEpeade :5 e axncaied 2l 2 ISA 62443-2-1:2009 43.45.1
maintamed. to ensure response : :
de g TS ISOIEC 27001:2013 A 16.1.5
NIST SP 800-23 Rev. 4 CP-2, CP-10, IR4.IR-8
Communication: (RS.CO): RS.CO-1: Personnel know thewr roles and CISCSC 19

Response activities are

order of operations when a response 15

COBIT 5 EDM03.02. APO01.02. APO12.03

CW&“*;*;“:DT":” and | needed ISA 62443-2-1:2009 43.452.43453.43454
:‘n‘e’m’“" 5 w5 ﬁm(l:i- ISOEC 27001:2013 A6.1.1.A.722. A16.1.1
mforce;)emuppoagencies). NIST SP 800-33 Rev. 4 CP-2, CP-3, IR-3. IR-8
RS.CO-2: Incidents are reported consistent | CIS CSC 19
with established cntena COBIT 2 DSS01.03

ISA 62443-2-1:2009 43,455
ISOTEC 27001:2013 A 613, A16.1.2
NIST SP 800-33 Rev. 4 AU-6, IR-6, IR-8

RS.CO-3: Information 15 shared consistent
with response plans

CISCSC 19

COBIT £ DSS03.04

ISA 62443-2-1:2009 43,452

ISOTEC 27001:2013 A.16.1.2, Clause 7.4, Clause
16.12

NIST SP 800-33 Rev. 4 CA-2, CA-7. CP-2. IR4,
IR-8. PE-6, RA-5, SI-4

RS.C0O-4: Coordination with stakeholders CIS CSC 19
occurs consistent with response plans COBIT 3 DSS03.04
ISA 62443-2-1:2009 43455
ISOTEC 27001:2013 Clause 7.4
NIST SP 800-33 Rev. 4 CP-2, IR-4. IR-8
RS.CO-5: Vohmtary information sharng CIS CSC 19
occwrs with external stakeholders to COBIT = BAIOS .04

achieve broader cybersecunty situational

awareness

ISOTEC 27001:2013 A6.1.4
NIST SP 800-33 Rev. 4 SI-5, PM-15




Cyber Incident Response Standard (cont.)

Analysis (RS.AN): Analysis i | RS.AN-4: Incidents are categonzed CISCSC 19
conducted to ensure effective consistent with response plans COBIT 2 DSS02.02
b ‘;‘d c;‘;’:m ey ISA 62443-2-1:2009 43456
- ISOTEC 27001:2013 A.16.1.4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8

Improvements (RS.INM): RS.IM-1: Response plans incorporate COBIT £ BAIOL.13
Organizational response activities | lessons leamed ISA 62443-2-1:2009 43.45.10,44.34
are improved by incorporating ISOTEC 27001:2013 A 16.1.6. Clause 10
o A ek enra NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
previous detection/response
aetiies RS.IM-2: Response strategies are updated | COBIT 3 BAIO1.13, DSS04.08
ISOTEC 27001:2013 A.16.1.6, Clause 10
NIST SP 800-33 Rev. 4 CP-2. IR-4. IR-8

RECOVER (RC) Recovery Planning (RC.RP): | RC.RP-1: Recovery plan 15 executed CISCSC 10
Recovery processes and dunng or after 2 cybersecunty incident COBIT 5 APO12.06, DSS02.05, DSS03.04
m:om mﬂgm: ISOTEC 27001:2013 A 16.1.5
maintzined to ensure restoration - ¥ }
AR o ks R T NIST SP 800-23 Rev. 4 CP-10, IR-4. IR-8

cybersecunty meidents.

Tpratrments BCIND): | RCIMLY: Racowsy plas mcorporaie COBIT £ APO12.06, BAI0S.07, DSS04.08
Recovery planning and processes | lessons leamed ISA 62443-2-1:2009 4434
are impeoved by incarporating ISOTEC 27001:2013 A 16.1.6, Clause 10
lessons ‘:m“:” fcture NIST SP 800-33 Rev. 4 CP-2, IR-4, IR-8

RC.IM-2: Recovery strategies are updated COBIT 5 APO12.06. BAI07.08
ISOTEC 27001:2013 A.16.1.6. Clause 10
NIST SP 800-33 Rev. 4 CP-2. IR-4. IR-8

Communication: (RC.CO): RC.CO-1: Public relations are managed COBIT £ EDMO03.02

Restoration activaties are ISOIEC 27001:2013 A.6.1 4, Clause 7.4
coordinated with internal and
extemal parties (e 2. coordinating | RC.CO-2: Reputation isrepaired afteran | COBIT 5 MEA03.02
centers, Internet Sen'ieeA incident ISOTIEC 27001:2013 Clause 7.4
P’““d‘{": T f“gscl';{?é RC.CO-3: Recovery activities are COBIT 5 APO12.06
D ey " | communicated to internal and external ISOIEC 27001:2013 Clause 7.4
’ stakeholders as well a5 executive and NIST SP 800-33 Rev. 4 CP-2, IR-4

management teams




Personnel Security Policy

Protect

Protect: Awareness and Training (PR.AT)
= PR.AT-1 All users are informed and trained




Personnel Security Policy

Awareness and Training PR.AT-1: All users are informed and
(PR.AT): The organization’s tramed
personnel and partners are
provided cybersecurity awareness
education and are frained to
perform their cybersecurnity-
related duties and responsibilities
consistent with related policies.
procedures, and agreements.

CISCSC17.18

COBIT 5 APO07.03, BAI05.07

ISA 62443-2-1:2009 43242
ISOMEC 27001:2013 A722 A 1221
NIST SP 800-53 Rev. 4 AT-2. PM-13




Challenges



Challenges

v" Finding suitable companies to use for policy comparison was a little difficult at
times

v Understanding the NIST framework was interesting

v" Since our class didn’t have live lectures or visual aids for our project, it presented

a challenge on what was expected of us



Career SKkills




v'Flexibility
tience v’ Persistence

roblem Solving v" Analytical Thinking
vercoming Obstacles v’ Atlention to Delail
v’ Resourcefulness




Conclusion

We learned the importance of NIST Cybersecurity
Framework and how companies can benefit from its
flexibility in planning policies and standards. I've worked
with policies and standards in the past, but I'd never
thought about how the templates came about or whether
there were any standards to follow.

Having polices and standards for cybersecurity makes it
easier for IT departments to know what is being done and
when and implement security measures for vital
information in the company.
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