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Introduction



Topics Covered

Hardware virtualization Cloud infrastructure

Cloud security Cloud storage

Cloud migration Capacity planning

Cloud computing platforms 
and services

Performance monitoring



Agenda



1 Cloud Computing

2 Virtualization of Networking

3 Network Services on a Cloud Platform

4 Identify Cloud-Centric Access Control Techniques

5 Assess Cloud-Centric Security Techniques

6 Evaluate Cloud Storage Technologies

7 Common Cloud Maintenance Tools, Techniques, 
and Services

Agenda



Module 1
Cloud Computing:

Azure account creation



Creating Azure Account



Module 2

Virtualization of Networking:
Virtual Machine Instances



Deploying a VM in Azure



Connecting to the VM



Deleting a VM



Module 3
Network Services on a Cloud 
Platform:

Azure VNet and Subnets



Creating a VNet with Two Subnets



Creating a VNet with Two Subnets (cont.)



Deploying VMs into Subnets



Deploying VMs into Subnets (cont.)



Deploying VMs into Subnets (cont.)



Verifying Connectivity between VMs



Verifying Connectivity between VMs (cont.)



Module 4
Identify Cloud-Centric Access
Control Techniques:

Azure VM Security



Launching a VM



Connecting to the VM via SSH



Configuring an NSG 



Configuring an NSG (cont.)



Module 5
Assess Cloud-Centric Security 
Techniques:

Cloud Storage



Uploading and Accessing a File



Question



Creating Blob Snapshots



Enabling Blob Versioning



Module 6
Evaluate Cloud Storage 
Technologies: 

Cloud Monitoring



Setting up an Action Group and Notifications



Setting up Alert Rules



Testing Alerts



Testing Alerts (cont.)



Module 7
Common Cloud Maintenance

Tools, Techniques, and Services



Challenges



Challenges

Challenges Solutions

Unable to connect to my 
Microsoft Azure subscription 
for free student services in 
spite of continued help from 
my professors and MS tech 
support

As a last resort, I worked with 
another student to use a remote 
desktop app to connect to his 
Azure account to complete my 
assignments



Career Skills



Career Skills

 Perseverance  Patience

 Problem Solving  Communication

 Analytical Thinking  Research

 Resourcefulness  Overcoming Obstacles

Career Skills



Conclusion



Conclusion
Lessons learned:

 Understand cloud 
computing

 Assess cloud-centric security 
techniques

 Explain the virtualization of 
networking

 Evaluate cloud storage technologies

 Examine network services 
on a cloud platform

 Apply common cloud maintenance 
tools, techniques, and services

 Identify cloud-centric 
access control techniques

 Explore the evolving job market in 
the digitized world

 Produce a network on a cloud platform
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IP Subnet Calculator:
https://www.calculator.net/ip-subnet-calculator.html

Azure Virtual Network FAQs:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-faq

IP Address CIDR Network References:
https://www.freecodecamp.org/news/subnet-cheat-sheet-24-subnet-mask-30-
26-27-29-and-other-ip-address-cidr-network-references/

Private IP addresses:
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/private-
ip-addresses

https://www.calculator.net/ip-subnet-calculator.html
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-faq
https://www.freecodecamp.org/news/subnet-cheat-sheet-24-subnet-mask-30-26-27-29-and-other-ip-address-cidr-network-references/
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/private-ip-addresses


References (cont.)

Hot, Cool, and Archive access tiers for blob data:
https://docs.microsoft.com/en-us/azure/storage/blobs/access-tiers-overview

Azure Blob Storage Access Tiers:
https://devry.percipio.com/courses/c7ef0333-8560-403f-a004-
9c5c843866b0/videos/2658bbe6-ee97-438b-a376-fbb079c3b3a0

Microsoft/Learn:
https://learn.microsoft.com/en-us/azure/storage/blobs/access-tiers-overview

http://learn.microsoft.com/en-us/azure/storage/blobs/storage-blobs-overview

https://docs.microsoft.com/en-us/azure/storage/blobs/access-tiers-overview
https://devry.percipio.com/courses/c7ef0333-8560-403f-a004-9c5c843866b0/videos/2658bbe6-ee97-438b-a376-fbb079c3b3a0
https://learn.microsoft.com/en-us/azure/storage/blobs/access-tiers-overview
http://learn.microsoft.com/en-us/azure/storage/blobs/storage-blobs-overview
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