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INTRODUCTION



TOPICS COVERED

❖Infrastructure security implementation 

skills are developed

❖Threat intelligence, identifying security 

vulnerabilities, cloud security, security 

data analysis, incidence response, risk 

management, and IT regulatory 

compliance are covered



OBJECTIVES



OBJECTIVES

Week 1
o Describe risks to the CIA Triad and 

security controls for networks and 

endpoints

o Utilize threat intelligence to support 

organizational security

Week 2
o Perform vulnerability scans and 

analyze the scan reports

Week 3
o Explain threats and vulnerabilities 

associated with operating in the 

cloud
o Explore security solutions for 

infrastructure management

Week 4
o Explain software and hardware 

assurance best practices

o Analyze security monitoring data

Week 4, 5, 6
o Examine four phases of the incident 

response process

Week 6
o Evaluate techniques used to identify, 

assess, and manage risks

o Define elements of the cybersecurity 

policy framework

Weeks 7 & 8
o Explore the evolving job market in the 

digitized world

o Produce a secure network

OBJECTIVES



Module 1



RISKS TO THE CIA TRIAD & SECURITY CONTROLS

FOR NETWORKS & 

ENDPOINTS & 

UTILIZE THREAT 

INTELLIGENCE TO 

SUPPORT 

ORGANIZATIONAL 

SECURITY



Module 2



BASIC ATTACK ANALYSIS

Packet 20 Packet 22

ICMP

Checksum: 0xad70 0x0067

Sequence number (BE): 7 (0x0700) 8 (0x0800)

Sequence number (LE): 1792 (0x0700) 2048 (0x0800)

Response time: 9.272 ms 4.839 ms

Timestamp from icmp data (relative): 0.699304500 seconds 0.697128800 seconds

1. Look at captures no. 20 and 22. (You can use the “Go” link

at  the top of the Wireshark screen to quickly go to a specific capture.

Both packets are ICMP traffic but there are subtle differences between them.  
Compare the time-to-live and data field sizes in the two packets.  

*   What differences do you see?



2. Do a little Internet research to discover which operating systems use the specific 

values in their ping commands. What operating system generated the echo 

request in capture 20?

TTL 64 is Linux

3. Review packet no. 37 and beyond, what do you think is taking place here? 

The colored areas in WireShark have meaning. Packet 37 and more are in a grayed 

area, which means TCP, SYN, FIN, ACK traffic, so I think there is traffic in that area.

4. Look at capture 22846. What is suspicious about the flag settings in this packet?

I compared Packets 5 and 14519 to Packet 22846 and found these settings were 

different (see table below). All other settings were at Not Set. 

5. What is the IP address of the host being targeted? 

192.168.25.200

Packet Set

5 Acknowledgement

14519 Urgent, Push, Fin

22846 Fin



Module 3



CREATING AND TESTING AN 
SSL/TLS FILE



CREATING 
AND 
TESTING AN 
SSL/TLS FILE 
(CONT.)



Module 4



TESTING 

SNORT RULES



TESTING 

SNORT RULES 

(CONT.)



CREATING 
SNORT RULES



CREATING 
SNORT RULES 

(CONT.)



Module 5



LINUX
PROCESSES



PROCESS 
HACKER



PROCESS 
MONITOR



Module 6



TIME-BASED ACCESS

DMZ ROUTE TABLE



TIME-BASED 
ACCESS

PING FROM UBUNTU 
WEB VM & DMZ VM



TWO TIME-BASED ACCESS RULES IN THE 

FORWARD CHAIN



CHALLENGES



Challenge Solution

Had some trouble with 

the Virtual Labs screen 

sizing

Used a second monitor and 

sought advice from previous 

students of the class to gain 

insight and guidance



CAREER SKILLS



CAREER SKILLS

Problem Solving Persistence

Research Analytical Thinking

Patience Time Management

Communication Attention to Detail



CONCLUSION



CONCLUSION

We learned how to use some tools to analyze and 

find security vulnerabilities and some ways to 

analyze threats. 

There are several tools that can be used for free or 

for little cost, such as WireShark, Process Monitor, 

and Process Hacker, to name a few.

Overall, this introduction has inspired me and I 

want to continue following this path in 

cybersecurity.



REFERENCES



REFERENCES

1.https://blog.knoldus.com/how-to-read-color-coding-in-

wireshark/

2.https://packetlife.net/blog/2011/mar/2/tcp-flags-psh-

and-urg/

https://blog.knoldus.com/how-to-read-color-coding-in-wireshark/
https://packetlife.net/blog/2011/mar/2/tcp-flags-psh-and-urg/

	Slide 1: Jeanine Carhart  SEC 290
	Slide 2: introduction
	Slide 3: Topics Covered
	Slide 4: objectives
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9: Basic attack analysis
	Slide 10
	Slide 11
	Slide 12
	Slide 13: Creating and testing an SSL/TLS file (CONT.)
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Creating Snort rules
	Slide 18: Creating Snort rules (Cont.)
	Slide 19
	Slide 20: Linux Processes
	Slide 21: Process Hacker
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27: challenges
	Slide 28
	Slide 29: Career skills
	Slide 30: Career Skills
	Slide 31: conclusion
	Slide 32
	Slide 33: references
	Slide 34: References

