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Stronger Than Firewalls

WATERFALL

Be3ne4yHU ogHOHaNpaB/IEHUM LUJIO3

OﬂHOHanpaBﬂeHMﬁ LLJ1O3 — e noeaHaHHA anapaTHOro Ta nporpaMmHoOro 3abe3neyYeHHs:

¢ AnapaTHe 3abe3nedyeHHa Hanpaenae iHbopMaLLilo NuLIe B OQHOMY HaMpPsaMKY

¢ MNporpamMHe 3abe3nedyeHHa PobUTb KoMii cepBepIB N iIMITYE MPUCTPOI 3 MepeXi
OT B IT-Mepexy

+ XXogHa aTaka, akoto 6 He Byna CK1agHOoK, He MOXKe PO3MOBCIOOMTUCH Ha3ag
[0 NPOMUCIOBOI MepeXki Yepes LSto3

UNIDIRECTIONAL SECURITY GATEWAY
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MiaTpMKa NPOMMUCIOBOIro NpPorpaMHoOro 3abesne4vyeHHs
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CxoBuLLe paHUX

& 6a3u gaHumX
¢ OSlsoft: Pl System, Pl Asset
Framework, Pl Backfill

¢ GE: iHistorian, iHistorian Backfill,
OSM, Bently-Nevada Systeml,

¢ Schneider-Electric: Wonderware
eDNA, Wonderware Historian,
Wonderware Historian Backfill,
SCADA Expert ClearSCADA

¢ AspenTech IP.21, Rockwell
FactoryTalk Historian, Honeywell
Alarm Manager, Scientech
R*Time,

¢ Microsoft SQL Server, Oracle
MySQL, PostgreSQL

Mepepaya dannie
¢ Folder mirroring, Local Folders

s FTP/S, SFTP, TFTP, SMB, CIFS,
NFS, HTTPFS

¢ Log Mirroring

NMpoMucnosi AooaaTku

Ta NPOTOKO/IU
+ FireEye: Helix & Managed Defense
* Email/SMTP, SNMP, Syslog

# ArcSight, Splunk, IBM QRadar,
McAfee ESM, Nozomi, CyberX,
Tenable.ot,

* MSMQ, IBM MQ, Active Message
Queue, AMQP, TIBCO,

¢ SolarWinds Orion, Thales Aramis,
IOSight, Panorama
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¢ TimeSync, Netflow

+ Video & audio streaming

# Kaspersky, Norton, FortiGate,
Check Point, McAfee and
OPSWAT

¢ Anti-virus updaters
+ OPSWAT Metasploit

¢ WSUS and Linux Repository
updaters

¢ Tenable Nessus Network
Monitor, Nessus Security Center
Updates

¢ Remote printing
¢ Yokogawa OPC
o GE: iFix, ISD, IST

+ Modbus, DNP3, ICCP, IEC
60870-5-104, Omni Flow
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¢ FireEye: Helix & Managed Defense
¢ Email/SMTP, SNMP, Syslog

¢ ArcSight, Splunk, IBM QRadar,
McAfee ESM, Nozomi, CyberX,
Tenable.ot,

* MSMQ, IBM MQ, Active Message
Queue, AMQP, TIBCO,

¢ SolarWinds Orion, Thales Aramis,
|IOSight, Panorama
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ﬁ ¢ Remote Screen View

¢ Secure Bypass
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