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CpaBHMUTe BCce npeanoxeHunsa SentinelOn

H a60p beH Ku”ﬁ singularity | Singularity | Singularity

Complete Control Core

Be3sonacHbI A0CTynN, BbICOKas AOCTYMHOCTb, aAMUHUCTPUPOBaHMe nonntuk EPP,
pearnpoBaHue Ha MHUUAEHTbI 1 XaHTWHI 3a yrpo3amMm Ha ocHose EDR, aHannTuka, ° ° °
ynpasneHue VIHTepHeTOM Belleli (c onuueri Ranger)

dyHkumoHan EDR ana SOC

C60p BCex AaHHbIX TeeMeTpUn (NerMTUMHbIX U BPEJOHOCHbIX) U3 KOHEYHO
TOUKMW 1 MOUCK C NMOMOLLbHO A3bIKa 3aMpocoB

BO3MOXHOCTb MCMONb30BaHNA rpadpryeckoro npeactaBieHns
Lenouyku Storyline™ ana Bcex cobpaHHbIX AaHHbIX TeneMeTpun

O6HapyxeHue nHamkatopos MITRE ATT&CK® B cobpaHHbIX AaHHbIX TefieMeTpum

BO3MOXHOCTb CO3aBaTb NMO/b30BaTeNIbCKME NpaBuna AN 0O6HapyXeHWs 1 pearnposa-
HUSi Ha OCHOBE COBPaHHbIX AaHHbIX TeNleMeTPUYM C MOMOLLIbIO A3bika 3anpocoB. (STAR)

PaclwmnpeHHoe xpaHeHue gaHHbIX TenemeTpun EDR oT 14 fo 365 aHeli

PYHKLNOHANbHOCTb yAaNeHHOW KOMaHAHOM CTPOKM
(Windows Powershell, Mac u Linux Bash)

WT-onepauunn, IB-rurveHa n nakeT 3alMTHLIX QYHKLU WA

YnpasfieHve MexceTeBbIM 3KPaHOM C y4eTOM MecTononoxeHus (4na Win, Mac, Linux)

YnpasneHne USB-ycTporictBamu (a1s Win, Mac)

YnpasneHue TexHonorver Bluetooth® nnn Bluetooth Low Energy® (ans Win, Mac)

BbisiBIeHVE YCTPONCTB-«HyKaKOB»

O6HapyXeHVe ysi3BMMOCTel B NpuaoxeHusx (ans Win, Mac)

Ba3oBble q)yHKI.I.VIVI 3alNThbl KOHEYHbIX TOYeK

TexHonorus Storyline™ B aBTOHOMHBbIX areHTax Sentinel

MpepoTBpalleHne GpainoBbix aTak c MOMOLLbIO cTaTnyeckoro W n Sentinel Cloud

O6HapyxeHVe 6ecdalinoBbix atak noBegeH4Yeckum N

ABTOHOMHOE pearvpoBaHye Ha yrpo3bl — 6J10KMPOBKA N N30NSLNS
(ans Win, Mac, Linux)

ABTOHOMHOE BOCCTaHOB/IEHNE — B OAMVH KWK, 6€3 HanncaHns CKpUnToB
(ans Win, Mac)

ABTOHOMHBI OTKaAT — B OAUH KAVK, 6e3 HanncaHus ckpunTtos (418 Win)

M3onauumsa ycTpolicTBa oT ceTn

AHanus MHUMAeHTOB (TaimnaiH, aHanus, MITRE ATT&CK®, kommeHTapun
AHaNNTUKOB)

3awuTa areHTa oT B3/1l0Ma

VIHBEeHTapu3aumsa NpuaoXeHuin



