&

OPSWAT. | bako (D)

MetaDefender
Core®

Mnatpopma po3LLIMpPeHOro
3anobiraHHA 3arposam

Y cyyacHux peanisx 6i3Hec GinbLue He MoXe MoKIagaTnes
NVLe Ha cucTemu Kibepbesneky Ha OCHOBI BUSBNEHHS, 06
3a6e3MeynTn HaNnexHUM 3axUCT HalLiHHIWKX 6i3Hec-akTUBIB.
3n0BMUCHe NporpamMHe 3abe3neyveHHs Hy/IbOBOMO AHS
BUNTLCS 0OXOANTY Ui 3ac06u 3axmcTy. OTXe, NigNpUEMCTBaM
HeobXiZHO BUKOPUCTOBYBATY NPEBEHTUBHI MiAX0AN Ansi
60poTLOU 3 NepesOBMMU LiNecnpsaMOBaHMI aTakaMu.,

MetaDefender Core f03BONSE iHTErpyBaTV PO3LUMPEHI
MOXUJIMBOCTI 3anobiraHHs LWKiAAMBOMY NPOrpamMHOMY
3abe3neyeHHt0 Ta 10ro BUSIBIEHHS Yy Balli HasABHI IT-pilLleHHs
7 iIHppacTpyKTypy ANs KPaLLOi 06po6KYM NOLLVPEHNX BEKTOPIB
aTak. 3aBAAKN piLLeHHI0 BU 3MOXeTe:

* 3axmMCcTUTV BEBMOpTanu Bif aTak i3 3aBaHTaXEHHSAM
310BMUCHNX dalnis

+ PO3LWIMPUTN MOXIMBOCTI NMPOAYKTIB Kibepbesnekn

+ Po3pobuTi BNacHi cncteMu aHanisy LWKigaMBoro
NporpamMHoro 3abesneyeHHs
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DATASHEET

Dashboard

«Mu oyiHusnu nicoyHuUYi, nocmavasasHukie AV ma
nocmavaneHUKie XMapHoO20 6a20mMoKAHAN6HO20 CKAHY8AHHS
011 HAWO020 BUK/AUKY — 308AHMAXCEHHS palinie 37108MUCHO20
npozpamHoz20 3a06e3neyeHHs Hy/Mb08020 OHA — Ma eubpanu
Deep Content Disarm and Reconstruction 8io0 OPSWAT».

Teza Mukkavilli
KepiBHuk Bigginy 6esneku, Upwork

OCHOBHI XdPaKTeEPNCTUNKK Ta MNepeBarn

Fnnboke 3HeLKOKeHHA Ta BigHOBNeHHS BMicTy (Deep CDR)

BigHoBAntonTe noHag 100 nowmpeHunx Tunie ¢ainnis,
3abe3neyyoumn MakCUMabHY 3pYYHICTb BUKOPUCTaHHS Ta
6e3neyHnin BMicT. loCTyNHi COTHI BapiaHTIB Bi4HOBNEHHS
dannis.

MynbTUcKaHyBaHHS

ObwupatiTe 3 noHaz 30 NpoBigHNX aHTUBIPYCHX MOAYAIB Y
FHy4Kunx nakeTax. [poakTuBHe BUABAEHHSA NoHaz 99%
LWKiAAMBUX NPOrpam 3a JOMOMOrO CUrHaTyp, EBPUCTUK i
MAaLLMHHOIO HaBYaHHS.

OuiHKa Bpa3nMBOCTE Ha OCHOBI ¢paiinis

CkaHylTe Ta aHanisyrTte 6iHapHi ¢alinu i iHcTanaTopw, Lo6
BUABUTW Bi4OMi BPa3/IMBOCTI MPOrpam Lue A0 TOro, ik BOHU
6yayTb 3anyLUeHi Ha KiHLIeBMX MPUCTPOSIX, BK/TKOYHO 3
NpUCTPOSIMU IHTEPHETY peyeil.

MpoakTMBHUIA 3aXMCT Bif BTPATU AaHNX (MPoakTUBHWIA DLP)

MepeBipsanTe BMICT 30+ NowmpeHNX TUNiB GainiB Ha HasBHICTb
nepcoHanbHux aaHux (Pll) Ta pegaryiite abo gojaBaliTe BOASAHI
3HaKuM A0 UMX KOH}IAEHUINHNX AaHWX nepes nepeAaBaHHSM.

100+ BapiaHTiB NnepeTBOpeHHs ¢aiinis

36epiralite Gainm NpuAATHUMUN ANS BUKOPUCTAHHSA Ta
HeyLLKOZXXeHVMM 33 AOMOMOror CrPaBXHbOT «PeKOHCTPYKLii»
TMniB dainis abo 3BegeHHSA daliniB 4O MEHLL CKNagHUX
¢dopmaris.

KacTomizoBaHi po6oui npouecn
CTBOPITb BNACHWA pobouniA NpoLiec A8 MyNbTUCKaHYBaHHS

Ta Deep CDR i HanawTyliTe NOpsAAOK Ta NpoLec 06pobkun
dbarnis.

Po3nakyBaHHs apxiBy

MpoBoAbTe MyNbTUCKaHYBaHHSA Ta rnbokuii CDR ansa noHag,
30 Tunis ctucanx ¢arinie. HanalwToByOTbLCS NapamMmeTpu
06pobKKM apxiBiB, NiATPUMYOTLCSA 3aLUNPPOBaHi apxiBu.

MNepeBipka Tnnie ¢paiinis

MepesipaiTe noHag 4500 T1niB $palinis, LWO6 BU3HAUUTH
CNpPaBXHil TN ¢aliny Ha OCHOBI NOro BMICTY, a He
HEeHaiNnHOro po3LMNPeHHS, A5 3aXUCTY Bij aTak yepes
nigpobneHi dpanan.
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Yomy BapTo BnopaTtn MetaDefender Core

= 3HUXEHHS pI/I3I/1KiB ANA BalX KPUTUYHO BaXK/IMBUNX CUCTEM i 3ano6iraHHs 3arposam, AKi MOTAW 0BINTN 3aXMUCT

*  3axucT KoHdigeHUinHOT iHdopMaLii, Lo A03BoNSE ifeHTUdIKyBaTK 0COBY, Bif BXOAY Ta BUXOAY 3 BaLLOi

opraHisauir

» Jlerke po3ropTaHHs Ha cepBepax Windows abo Linux y BalloMy cepefoBuLLi, HaBiTb SIKLLO BOHO i30/1bOBaHe
(air-gapped), abo 3a gonomoroto MoAeni «nporpamMHe 3abesneyeHHs Ak nocayra» yepes MetaDefender Cloud

40+ File Types for Proactive DLP
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100+ File Types for Deep CDR
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Billions of Hashes, IPs & Domains

1,000’s of 3rd Party Applications
and Installers
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»  [igTpmMka 6araTbox MOB NpPOrpaMyBaHHA /1 iHTerpaLii y Balle cepegoBuLle yepes REST API

*  Hwu3bka CykynHa BapTiCTb BOIOAIHHS 3 MOCTIRHUM 06C1yroBYBaHHSM 3a AOMOMOIOL0 LieHTPani3oBaHoro

KepyBaHHsI

NMpo OPSWAT

OPSWAT po3po6Si€ pillieHHs A1 3aXUCTY KpUTUYHOT iHGpacTpykTypu. MeTa BeHAOpa — YCYyHYTV 310BMUCHE NporpamHe
3abe3neyeHHs Ta aTaky HyNbLOBOro AHS. Ha gymky OPSWAT, koxeH dalin i KoXeH NpucTpili Moxe CTaHOBUTYM 3arposy. Mpogyktu
BEH/A0pPA 30CepepkeHi Ha 3anobiraHHi ¢painoBMM 3arpo3am i CTBOPEHHI NpoLiecis 419 6e3rne4yHoro nepejaBaHHs JaHWX i JOCTyny A0
NPUCTPOIB. 3aBAAKM LibOMY CUCTEMW NPaLOTL ePeKTUBHO, a PU3MKM iX KOMNPOoMeTaLii 3B0AATbCSA 40 MiHiMyMmy. Ocb YoMy 98%
AfepHUX eHepreTn4HMx 06'ekTiB CLUA goBipatoTe OPSWAT Logo kibepbe3neku Ta BignoBigHOCTI rasy3eBnM CTaHAapTaM.

Npo BAKOTECH

BAKOTECH — mixHapogHa komnaHisi, sika 3aiiMae nepefosi nosuuiiy cdepi dokycHoi Value Added IT-gucTpmnbyuii Ta noctavae
piLlleHHs NpoBigHMX CBiTOBUX IT-BMPO6HMKIB. MNMo3unLioHytoun cebe sk True Value-Added IT-auctpu6'totop, BAKOTECH Hagae

npodeciriHy A0- Ta MOCTAPOAAXKHY, MAaPKETUHIOBY, TEXHIYHY MIATPUMKY 415 NapTHEepiB Ta KiHLEeBUX 3aMOBHMIKIB.
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Li3HalTecb GinbLue:

opswat.bakotech.com

opswat@bakotech.com
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